
CVE-2016-0603
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2016-0603

State PUBLIC

Assigner secalert_us@oracle.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-02-08 16:59:00 UTC

Updated 2022-05-13 14:57:00 UTC

Description Unspecified vulnerability in the Java SE component in Oracle Java SE 6u111, 7u95, 8u71, and 8u72, when running on Windows, allows remote attackers to affect confidentiality, integrity, and availability via unknown vectors related to Install. 

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Microsoft Windows All All All All

Operating System Microsoft Windows All All All All

Application Oracle Jdk 1.6.0 update111 All All

Application Oracle Jdk 1.6.0 update_111 All All

Application Oracle Jdk 1.7.0 update95 All All

Application Oracle Jdk 1.7.0 update_95 All All

Application Oracle Jdk 1.8.0 update72 All All

Application Oracle Jdk 1.6.0 update_111 All All

Application Oracle Jdk 1.7.0 update_95 All All

Application Oracle Jdk 1.8.0 update72 All All

Application Oracle Jre 1.6.0 update111 All All

Application Oracle Jre 1.6.0 update_111 All All

Application Oracle Jre 1.7.0 update95 All All

Application Oracle Jre 1.7.0 update_95 All All

Application Oracle Jre 1.8.0 update71 All All

Application Oracle Jre 1.8.0 update72 All All

Application Oracle Jre 1.8.0 update_71 All All
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Application Oracle Jre 1.8.0 update_71 All All

Application Oracle Jre 1.8.0 update_72 All All

Application Oracle Jre 1.6.0 update_111 All All

Application Oracle Jre 1.7.0 update_95 All All

Application Oracle Jre 1.8.0 update_71 All All

Application Oracle Jre 1.8.0 update_72 All All
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Oracle JRE/JDK: Multiple vulnerabilities (GLSA 201610-08) — Gentoo Security
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SecurityFocus

Full Disclosure: [CVE-2016-0602, CVE-2016-0603] Executable installers are vulnerable^WEVIL (case 24): Oracle Java 6/7/8 SE and VirtualBox

Oracle Security Alert CVE-2016-0603

CVE-2016-0603 Java Platform Standard Edition Vulnerability in Multiple NetApp Products | NetApp Product Security

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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