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State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2016-0642

PUBLIC

secalert_us@oracle.com

CVE Program / NVD first with legacy fallback

2016-04-21 10:59:00 UTC

2022-08-29 21:00:00 UTC

Unspecified vulnerability in Oracle MySQL 5.5.48 and earlier, 5.6.29 and earlier, and 5.7.11 and earlier allows local users tc

Risk And Classification

1|

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Application
Operating System
Operating System
Operating System
Application
Application
Application
Operating System
Operating System
Operating System

Operating System

Operating System

Vendor
Canonical
Canonical
Canonical
Canonical
Debian
Mariadb
Opensuse
Opensuse
Opensuse
Oracle
Oracle
Oracle
Redhat
Redhat
Redhat
Redhat

Redhat

Product
Ubuntu Linux
Ubuntu Linux
Ubuntu Linux
Ubuntu Linux
Debian Linux
Mariadb

Leap

Leap
Opensuse
Mysql

Mysql

Mysql
Enterprise Linux
Enterprise Linux
Enterprise Linux
Enterprise Linux

Enterprise Linux Desktop

Version

12.04

14.04

15.10

16.04

8.0

All

421

421

13.2

All

All

All

6.0

7.0

6.0

7.0

7.0

Update
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All

Edition

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

Language
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All


https://cve.report/
https://cve.report/CVE-2016-0642/mitre
https://cve.report/CVE-2016-0642/nist
https://cve.report/CVE-2016-0642/cve_org
https://cve.report/CVE-2016-0642.pdf
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/mariadb
http://cve.report/software/mariadb/mariadb
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_desktop

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Application

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

References

Reference

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Redhat

Suse

Suse

Suse

Suse

Suse

Suse

Suse

Suse

Suse

Suse

Suse

Enterprise Linux Eus

Enterprise Linux Eus

Enterprise Linux Eus

Enterprise Linux Eus

Enterprise Linux Eus

Enterprise Linux Eus

Enterprise Linux Server

Enterprise Linux Server Aus

Enterprise Linux Server Aus

Enterprise Linux Server Aus

Enterprise Linux Server Aus

Enterprise Linux Server Aus

Enterprise Linux Server Tus

Enterprise Linux Server Tus

Enterprise Linux Server Tus

Enterprise Linux Server Tus

Enterprise Linux Workstation

Linux Enterprise Debuginfo

Linux Enterprise Desktop

Linux Enterprise Desktop

Linux Enterprise Server

Linux Enterprise Server

Linux Enterprise Server

Linux Enterprise Software Development Kit
Linux Enterprise Software Development Kit
Linux Enterprise Software Development Kit
Linux Enterprise Workstation Extension

Linux Enterprise Workstation Extension

[security-announce] SUSE-SU-2016:1619-1: important: Security update for

Oracle MySQL CVE-2016-0642 Remote Security Vulnerability

Oracle Critical Patch Update Advisory - April 2016

Red Hat Customer Portal

7.2

7.3

7.4

7.5

7.6

7.7

7.0

7.2

7.3

7.4

7.6

7.7

7.2

7.3

7.6

7.7

7.0

11

12

12

11

12

12

12

12

All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

sp4

sp1

sp4

spi

sp4

sp1
All

sp1i

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All
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All

All
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All
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http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_eus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_eus
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http://cve.report/software/redhat/enterprise_linux_eus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_eus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_aus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_aus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_aus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_aus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_aus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_tus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_tus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_tus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_tus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_workstation
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_debuginfo
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_desktop
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_desktop
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_server
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_server
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_server
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_software_development_kit
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_software_development_kit
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_software_development_kit
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_workstation_extension
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_workstation_extension
http://lists.opensuse.org/opensuse-security-announce/2016-06/msg00033.html
http://www.securityfocus.com/bid/86445
http://www.oracle.com/technetwork/security-advisory/cpuapr2016v3-2985753.html
http://rhn.redhat.com/errata/RHSA-2016-0705.html

Red Hat Gustomer Fortal

USN-2954-1: MySQL vulnerabilities | Ubuntu

Debian -- Security Information -- DSA-3557-1 mysql-5.5

[security-announce] openSUSE-SU-2016:1664-1: important: Security update
[security-announce] SUSE-SU-2016:1279-1: important: Security update for
[security-announce] SUSE-SU-2016:1620-1: important: Security update for
[security-announce] openSUSE-SU-2016:1686-1: important: Security update
Red Hat Customer Portal

MySQL Multiple Bugs Let Remote Users Access and Modify Data and Deny Service and Let Remote and Remote Authenticated Users Gain E
USN-2953-1: MySQL vulnerabilities | Ubuntu

Red Hat Customer Portal

Red Hat Customer Portal

[security-announce] openSUSE-SU-2016:1332-1: important: Security update
CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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