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CVE CVE-2016-0687
State PUBLISHED
Assigner oracle

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-04-21 10:59:47 UTC
Updated 2026-05-06 22:30:45 UTC
Description Unspecified vulnerability in Oracle Java SE 6u113, 7u99, and 8u77 and Java SE Embedded 8u77 allows remote attackers -
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Risk And Classification

Version Source Type
3.0 nvd@nist.gov Primary
2.0 nvd@nist.gov Primary

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:C/C:H/I:H/A:H

Problem Types: NVD-CWE-noinfo | n/a

Score Severity
9.6 CRITICAL

10

Primary CVSS: v3.0 9.6 CRITICAL from nvd@nist.gov

Vector

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:C/C:H/I:H/A:H

AV:N/AC:L/Au:N/C:C/I:C/A:C

CVSS v3.0 Breakdown
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https://cve.report/
https://cve.report/CVE-2016-0687/mitre
https://cve.report/CVE-2016-0687/nist
https://cve.report/CVE-2016-0687/cve_org
https://cve.report/api/cve/CVE-2016-0687.json
https://cve.report/CVE-2016-0687.pdf

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:C/C:H/I:H/A:H
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CVSS v2.0 Breakdown
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AV:N/AC:L/Au:N/C:C/1:C/A:C
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Oracle Jak 1.6.0 update113 All All
Application Oracle Jdk 1.7.0 update99 All All
Application Oracle Jdk 1.8.0 update77 All All
Application Oracle Jre 1.6.0 update113 All All
Application Oracle Jre 1.7.0 update99 All All
Application Oracle Jre 1.8.0 update77 All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Sour¢
Red Hat Customer Portal af854.
[security-announce] SUSE-SU-2016:1303-1: important: Security update for af854.

Oracle Java SE Multiple Flaws Let Remote Users Access Data and Gain Elevated Privileges on the Target System - SecurityTracker — af854.

Red Hat Customer Portal af854.

[security-announce] SUSE-SU-2016:1248-1: important: Security update for af854.


http://cve.report/vendor/oracle
http://cve.report/software/oracle/jdk
http://cve.report/vendor/oracle
http://cve.report/software/oracle/jdk
http://cve.report/vendor/oracle
http://cve.report/software/oracle/jdk
http://cve.report/vendor/oracle
http://cve.report/software/oracle/jre
http://cve.report/vendor/oracle
http://cve.report/software/oracle/jre
http://cve.report/vendor/oracle
http://cve.report/software/oracle/jre
http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://access.redhat.com/errata/RHSA-2016:1430
http://lists.opensuse.org/opensuse-security-announce/2016-05/msg00042.html
http://www.securitytracker.com/id/1035596
http://rhn.redhat.com/errata/RHSA-2016-0723.html
http://lists.opensuse.org/opensuse-security-announce/2016-05/msg00021.html

[security-announce] SUSE-SU-2016:1300-1: important: Security update for
Red Hat Customer Portal

Red Hat Customer Portal

[security-announce] SUSE-SU-2016:1378-1: important: Security update for
[security-announce] openSUSE-SU-2016:1235-1: important: Security update
[security-announce] SUSE-SU-2016:1475-1: important: Security update for
USN-2964-1: OpendDK 7 vulnerabilities | Ubuntu

Red Hat Customer Portal

Red Hat Customer Portal

Red Hat Customer Portal

[security-announce] openSUSE-SU-2016:1265-1: important: Security update

April 2016 Java Platform Standard Edition Vulnerabilities in Multiple NetApp Products | NetApp Product Security

USN-2963-1: OpendDK 8 vulnerabilities | Ubuntu

[security-announce] SUSE-SU-2016:1299-1: important: Security update for
Red Hat Customer Portal

[security-announce] openSUSE-SU-2016:1262-1: important: Security update
Oracle Java SE CVE-2016-0687 Remote Security Vulnerability

Red Hat Customer Portal

[security-announce] SUSE-SU-2016:1388-1: important: Security update for
Oracle Critical Patch Update Advisory - April 2016

Red Hat Customer Portal

[security-announce] SUSE-SU-2016:1379-1: important: Security update for
Debian -- Security Information -- DSA-3558-1 openjdk-7

[security-announce] SUSE-SU-2016:1250-1: important: Security update for
Red Hat Customer Portal

[security-announce] openSUSE-SU-2016:1222-1: important: Security update
IcedTea: Multiple vulnerabilities (GLSA 201606-18) — Gentoo security
Oracle Linux Bulletin - April 2016

Red Hat Customer Portal

Red Hat Customer Portal

Red Hat Customer Portal

Red Hat Customer Portal

[security-announce] SUSE-SU-2016:1458-1: important: Security update for
[security-announce] openSUSE-SU-2016:1230-1: important: Security update

USN-2972-1: OpendDK 6 vulnerabilities | Ubuntu
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http://lists.opensuse.org/opensuse-security-announce/2016-05/msg00040.html
http://rhn.redhat.com/errata/RHSA-2016-0679.html
http://rhn.redhat.com/errata/RHSA-2016-0676.html
http://lists.opensuse.org/opensuse-security-announce/2016-05/msg00058.html
http://lists.opensuse.org/opensuse-security-announce/2016-05/msg00012.html
http://lists.opensuse.org/opensuse-security-announce/2016-06/msg00002.html
http://www.ubuntu.com/usn/USN-2964-1
http://rhn.redhat.com/errata/RHSA-2016-0701.html
http://rhn.redhat.com/errata/RHSA-2016-0651.html
http://rhn.redhat.com/errata/RHSA-2016-1039.html
http://lists.opensuse.org/opensuse-security-announce/2016-05/msg00027.html
https://security.netapp.com/advisory/ntap-20160420-0001/
http://www.ubuntu.com/usn/USN-2963-1
http://lists.opensuse.org/opensuse-security-announce/2016-05/msg00039.html
http://rhn.redhat.com/errata/RHSA-2016-0675.html
http://lists.opensuse.org/opensuse-security-announce/2016-05/msg00026.html
http://www.securityfocus.com/bid/86459
https://access.redhat.com/errata/RHSA-2017:1216
http://lists.opensuse.org/opensuse-security-announce/2016-05/msg00061.html
http://www.oracle.com/technetwork/security-advisory/cpuapr2016v3-2985753.html
http://rhn.redhat.com/errata/RHSA-2016-0650.html
http://lists.opensuse.org/opensuse-security-announce/2016-05/msg00059.html
http://www.debian.org/security/2016/dsa-3558
http://lists.opensuse.org/opensuse-security-announce/2016-05/msg00022.html
http://rhn.redhat.com/errata/RHSA-2016-0716.html
http://lists.opensuse.org/opensuse-security-announce/2016-05/msg00006.html
https://security.gentoo.org/glsa/201606-18
http://www.oracle.com/technetwork/topics/security/linuxbulletinapr2016-2952096.html
http://rhn.redhat.com/errata/RHSA-2016-0677.html
http://rhn.redhat.com/errata/RHSA-2016-0678.html
http://rhn.redhat.com/errata/RHSA-2016-0708.html
http://rhn.redhat.com/errata/RHSA-2016-0702.html
http://lists.opensuse.org/opensuse-security-announce/2016-05/msg00067.html
http://lists.opensuse.org/opensuse-security-announce/2016-05/msg00009.html
http://www.ubuntu.com/usn/USN-2972-1
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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