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CVE CVE-2016-0710
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

/

Risk And Classification

Published 2016-04-11 14:59:00 UTC
Updated 2023-11-07 02:29:00 UTC
Description Multiple SQL injection vulnerabilities in the User Manager service in Apache Jetspeed before 2.3.1 allow remote attackers t

1|

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version

Application Apache Jetspeed All

Update

All

Edition

All

Language

All

References

Reference

haxx.ml — Remote Code Execution in Apache Jetspeed 2.3.0 and...
[CVE-2016-0710] Apache Jetspeed information disclosure vulnerability
Apache Jetspeed Arbitrary File Upload ~ Packet Storm

Apache Jetspeed - Arbitrary File Upload (Metasploit) - Java remote Exploit
Jetspeed 2 - Jetspeed Security Reports

CVE-2016-0710 Apache Jetspeed Arbitrary File Upload | Rapid7
[CVE-2016-0710] Apache Jetspeed information disclosure vulnerability

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

Source

MISC

MISC

EXPLOIT-DB

CONFIRM

MISC

MLIST

CVE.ORG

NVD

Link

haxx.ml
mail-archives.apache.org
packetstormsecurity.com
www.exploit-db.com
portals.apache.org
www.rapid7.com
mail-archives.apache.org
WWw.Ccve.org

nvd.nist.gov

Tags

Exploit

Exploit
Exploit

Vendor Advisory

canonical

canonical, analysis


https://cve.report/
https://cve.report/CVE-2016-0710/mitre
https://cve.report/CVE-2016-0710/nist
https://cve.report/CVE-2016-0710/cve_org
https://cve.report/api/cve/CVE-2016-0710.json
https://cve.report/CVE-2016-0710.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/jetspeed
http://haxx.ml/post/140552592371/remote-code-execution-in-apache-jetspeed-230-and
https://mail-archives.apache.org/mod_mbox/portals-jetspeed-user/201603.mbox/%253C046318A1-226E-453F-9394-B84F1A33E6A4%2540bluesunrise.com%253E
http://packetstormsecurity.com/files/136489/Apache-Jetspeed-Arbitrary-File-Upload.html
https://www.exploit-db.com/exploits/39643/
https://portals.apache.org/jetspeed-2/security-reports.html#CVE-2016-0710
http://www.rapid7.com/db/modules/exploit/multi/http/apache_jetspeed_file_upload
https://mail-archives.apache.org/mod_mbox/portals-jetspeed-user/201603.mbox/%253C046318A1-226E-453F-9394-B84F1A33E6A4@bluesunrise.com%253E
https://www.cve.org/CVERecord?id=CVE-2016-0710
https://nvd.nist.gov/vuln/detail/CVE-2016-0710
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