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CVE CVE-2016-0714
State PUBLISHED
Assigner redhat

/

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-02-25 01:59:05 UTC
Updated 2026-05-06 22:30:45 UTC
Description The session-persistence implementation in Apache Tomcat 6.x before 6.0.45, 7.x before 7.0.68, 8.x before 8.0.31, and 9.x

Risk And Classification

Version Source Type
3.0 nvd@nist.gov Primary
2.0 nvd@nist.gov Primary

Problem Types: CWE-264 | n/a

CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

Score Severity
8.8 HIGH

6.5

Primary CVSS: v3.0 8.8 HIGH from nvd@nist.gov

Vector

CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

AV:N/AC:L/Au:S/C:P/I:P/A:P
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https://cve.report/
https://cve.report/CVE-2016-0714/mitre
https://cve.report/CVE-2016-0714/nist
https://cve.report/CVE-2016-0714/cve_org
https://cve.report/api/cve/CVE-2016-0714.json
https://cve.report/CVE-2016-0714.pdf
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Tomcat 6.0.0 All All All
Application Apache Tomcat 6.0.0 alpha All All
Application Apache Tomcat 6.0.1 All All All
Application Apache Tomcat 6.0.1 alpha All All
Application Apache Tomcat 6.0.10 All All All
Application Apache Tomcat 6.0.11 All All All
Application Apache Tomcat 6.0.13 All All All
Application Apache Tomcat 6.0.14 All All All
Application Apache Tomcat 6.0.16 All All All
Application Apache Tomcat 6.0.18 All All All
Application Apache Tomcat 6.0.2 All All All
Application Apache Tomcat 6.0.2 alpha All All
Application Apache Tomcat 6.0.2 beta All All
Application Apache Tomcat 6.0.20 All All All
Application Apache Tomcat 6.0.24 All All All
Application Apache Tomcat 6.0.26 All All All

Application Apache Tomcat 6.0.28 All All All
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Application Apache Tomcat 8.0.22 All All All
Application Apache Tomcat 8.0.23 All All All
Application Apache Tomcat 8.0.24 All All All
Application Apache Tomcat 8.0.26 All All All
Application Apache Tomcat 8.0.27 All All All
Application Apache Tomcat 8.0.28 All All All
Application Apache Tomcat 8.0.29 All All All
Application Apache Tomcat 8.0.3 All All All
Application Apache Tomcat 8.0.30 All All All
Application Apache Tomcat 9.0.0 milestone1 All All
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 15.10 All All All
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Debian Debian Linux 7.0 All All All
Operating System Debian Debian Linux 8.0 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

Document Display | HPE Support Center

[security-announce] SUSE-SU-2016:0839-1: important: Security update for
[Apache-SVN] Revision 1726923

Document Display | HPE Support Center

Red Hat Customer Portal

[Apache-SVN] Revision 1727182

USN-3024-1: Tomcat vulnerabilities | Ubuntu

Oracle Critical Patch Update - October 2016

Debian -- Security Information -- DSA-3609-1 tomcat8

Apache Tomcat® - Apache Tomcat 8 vulnerabilities

[Apache-SVN] Revision 1727166

"[security bulletin] HPSBUX03561 rev.1 - HPE HP-UX using Apache Tomcat, Remote Access Restriction Byp' - MARC

Apache Tomcat® - Apache Tomcat 7 vulnerabilities
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http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://h20566.www2.hpe.com/portal/site/hpsc/public/kb/docDisplay?docId=emr_na-c05158626
http://lists.opensuse.org/opensuse-security-announce/2016-03/msg00082.html
http://svn.apache.org/viewvc?view=revision&revision=1726923
https://h20566.www2.hpe.com/portal/site/hpsc/public/kb/docDisplay?docId=emr_na-c05054964
https://access.redhat.com/errata/RHSA-2016:1088
http://svn.apache.org/viewvc?view=revision&revision=1727182
http://www.ubuntu.com/usn/USN-3024-1
http://www.oracle.com/technetwork/security-advisory/cpuoct2016-2881722.html
http://www.debian.org/security/2016/dsa-3609
http://tomcat.apache.org/security-8.html
http://svn.apache.org/viewvc?view=revision&revision=1727166
http://marc.info/?l=bugtraq&m=145974991225029&w=2
http://tomcat.apache.org/security-7.html

Debian -- Security Information -- DSA-3552-1 tomcat7
rhn.redhat.com/errata/RHSA-2016-1089.html

Red Hat Customer Portal

[security-announce] SUSE-SU-2016:0822-1: important: Security update for
[Apache-SVN] Revision 1726196

Pony Mail!

February 2016 Apache Tomcat Vulnerabilities in NetApp Products | NetApp Product Security
Apache Tomcat Security Manager CVE-2016-0714 Remote Code Execution Vulnerability
[Apache-SVN] Revision 1726203

Oracle Critical Patch Update - October 2017

Bugtraqg: [SECURITY] CVE-2016-0714 Apache Tomcat Security Manager Bypass
[security-announce] openSUSE-SU-2016:0865-1: important: Security update
Pony Mail!

Pony Mail!

Red Hat Customer Portal

Red Hat Customer Portal

Apache Tomcat: Multiple vulnerabilities (GLSA 201705-09) — Gentoo Security
Pony Mail!

Document Display | HPE Support Center

Broadcom Support Portal

Pony Mail!

Oracle Linux Bulletin - October 2016

Apache Tomcat® - Apache Tomcat 6 vulnerabilities

[Apache-SVN] Revision 1725263

Red Hat Customer Portal

Debian -- Security Information -- DSA-3530-1 tomcat6

CPU July 2018

Pony Mail!

Apache Tomcat - Apache Tomcat 8 vulnerabilities

Red Hat Customer Portal

[security-announce] SUSE-SU-2016:0769-1: important: Security update for
MySQL Multiple Flaws Let Remote Authenticated and Local Users Access Data, Deny Service, and Gain Elevated Privileges - SecurityTracke
[Apache-SVN] Revision 1727034

Pony Mail!

Apache Tomcat Bugs Let Remote Users Bypass Security Restrictions, Hijack Sessions, and Obtain Potentially Sensitive Information - Security
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https://security.gentoo.org/glsa/201705-09
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https://h20566.www2.hpe.com/portal/site/hpsc/public/kb/docDisplay?docId=emr_na-c05150442
https://bto.bluecoat.com/security-advisory/sa118
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Oracle Solaris Bulletin - April 2016
[Apache-SVN] Revision 1725914
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CVE Program record

NVD vulnerability detail

1]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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