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CVE CVE-2016-0728
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-02-08 03:59:00 UTC
Updated 2023-02-12 23:15:00 UTC
Description The join_session_keyring function in security/keys/process_keys.c in the Linux kernel before 4.4.1 mishandles object refere

/ |

1|

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 15.04 All All All
Operating System Canonical Ubuntu Linux 15.10 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Google Android 4.0 All All All
Operating System Google Android 4.01 All All All
Operating System Google Android 4.0.2 All All All
Operating System Google Android 4.0.3 All All All
Operating System Google Android 4.0.4 All All All
Operating System Google Android 4.1 All All All
Operating System Google Android 4.1.2 All All All
Operating System Google Android 4.2 All All All
Operating System Google Android 421 All All All
Operating System Google Android 422 All All All
Operating System Google Android 43 All All All
Operating System Google Android 4.31 All All All
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USN-2870-2: Linux kernel (Trusty HWE) vulnerability | Ubuntu

USN-2873-1: Linux kernel (Utopic HWE) vulnerability | Ubuntu

Red Hat Customer Portal

[SECURITY] Fedora 23 Update: kernel-4.3.3-303.fc23
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USN-2872-2: Linux kernel (Wily HWE) vulnerability | Ubuntu UBUNTU wWW
Red Hat Customer Portal MISC acc
[security-announce] SUSE-SU-2016:0746-1: important: Security update for SUSE list
Linux Kernel Session Keyring Reference Count Overflow Bug Lets Local Users Obtain Root Privileges - SecurityTracker SECTRACK — ww
oss-security - Linux kernel: use after free in keyring facility. MLIST WW
[SECURITY] Fedora 22 Update: kernel-4.3.4-200.fc22 FEDORA list
CVE-2016-0728 - Red Hat Customer Portal MISC acc
CVE-2016-0728 Linux Kernel Privilege Escalation Vulnerability in NetApp Products | NetApp Product Security CONFIRM sec
SA112 : Linux Kernel Keyring Privilege Escalation | Symantec CONFIRM bto
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CVE Program record CVE.ORG wW
NVD vulnerability detail NVD nvc
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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