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CVE CVE-2016-0738
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-01-29 20:59:00 UTC
Updated 2023-02-12 23:16:00 UTC
Description OpenStack Object Storage (Swift) before 2.3.1 (Kilo), 2.4.x, and 2.5.x before 2.5.1 (Liberty) do not properly close server col
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Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Openstack Swift 2.4.0 All All All

Application Openstack Swift 2.5.0 All All All

Application Openstack Swift 2.4.0 All All All

Application Openstack Swift 25.0 All All All

Application Openstack Swift All All All All

Reference Source
Red Hat Customer Portal MISC
Oracle Solaris Bulletin - April 2016 CONFIR
CVE-2016-0738 - Red Hat Customer Portal MISC
Red Hat Customer Portal MISC
[SECURITY] Fedora 23 Update: openstack-swift-2.3.0-3.fc23 FEDOR!/
Red Hat Customer Portal REDHA1
swift/ CHANGELOG at master - openstack/swift - GitHub CONFIR
Red Hat Customer Portal REDHA1
Red Hat Customer Portal MISC



https://cve.report/
https://cve.report/CVE-2016-0738/mitre
https://cve.report/CVE-2016-0738/nist
https://cve.report/CVE-2016-0738/cve_org
https://cve.report/CVE-2016-0738.pdf
http://cve.report/vendor/openstack
http://cve.report/software/openstack/swift
http://cve.report/vendor/openstack
http://cve.report/software/openstack/swift
http://cve.report/vendor/openstack
http://cve.report/software/openstack/swift
http://cve.report/vendor/openstack
http://cve.report/software/openstack/swift
http://cve.report/vendor/openstack
http://cve.report/software/openstack/swift
https://access.redhat.com/errata/RHSA-2016:0328
http://www.oracle.com/technetwork/topics/security/bulletinapr2016-2952098.html
https://access.redhat.com/security/cve/CVE-2016-0738
https://access.redhat.com/errata/RHSA-2016:0329
http://lists.fedoraproject.org/pipermail/package-announce/2016-February/176713.html
http://rhn.redhat.com/errata/RHSA-2016-0155.html
https://github.com/openstack/swift/blob/master/CHANGELOG
http://rhn.redhat.com/errata/RHSA-2016-0128.html
https://access.redhat.com/errata/RHSA-2016:0126

OpenStack Swift Multiple Denial of Service Vulnerabilities BID
Red Hat Customer Portal MISC
Bug 1298905 — CVE-2016-0738 openstack-swift: Proxy to server DoS through Large Objects MISC

OSSA-2016-004: Swift proxy-server DoS through Large Object — OpenStack Security Advisories 2014.2.0.dev101 documentation CONFIR

Red Hat Customer Portal MISC
Red Hat Customer Portal MISC
Bug #1493303 “[OSSA 2016-004] Swift proxy memory leak on unfinis...” : Bugs : Ubuntu Cloud Archive CONFIR
Red Hat Customer Portal REDHA1
CVE Program record CVE.OR
NVD vulnerability detail NVD
« H |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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