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CVE CVE-2016-0771
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback
Published 2016-03-13 22:59:01 UTC
Updated 2026-05-06 22:30:45 UTC

Description The internal DNS server in Samba 4.x before 4.1.23, 4.2.x before 4.2.9, 4.3.x before 4.3.6, and 4.4.x before 4.4.0rc4, when

/ |

Risk And Classification

Primary CVSS: v3.0 5.9 MEDIUM from nvd@nist.gov

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:L/I:N/A:H

Problem Types: CWE-119 | n/a

Version Source Type Score Severity Vector
3.0 nvd@nist.gov Primary 5.9 MEDIUM CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:L/I:N/A:H
2.0 nvd@nist.gov Primary 4.9 AV:N/AC:M/Au:S/C:P/I:N/A:P
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NVD Known Affected Configurations (CPE 2.3)
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Application Samba Samba 4.2.1 All All All
Application Samba Samba 422 All All All
Application Samba Samba 423 All All All
Application Samba Samba 424 All All All
Application Samba Samba 425 All All All
Application Samba Samba 426 All All All
Application Samba Samba 4.2.7 All All All
Application Samba Samba 428 All All All
Application Samba Samba 4.3.0 All All All
Application Samba Samba 4.31 All All All
Application Samba Samba 4.3.2 All All All
Application Samba Samba 433 All All All
Application Samba Samba 4.3.4 All All All
Application Samba Samba 4.3.5 All All All
Application Samba Samba 4.4.0 rci All All
Application Samba Samba 4.4.0 rc2 All All
Application Samba Samba 4.4.0 rc3 All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source
Samba Out-of-Bounds Read Error Lets Remote Users Deny Service or Obtain Potentially Sensitive Information - SecurityTracker af854a3a-
Debian -- Security Information -- DSA-3514-1 samba af854a3a-
Samba CVE-2016-0771 Out of Bound Read Denial of Service Vulnerability af854a3a-
USN-2922-1: Samba vulnerabilities | Ubuntu af854a3a-
Access Denied af854a3a-
Samba - Security Announcement Archive af854a3a-
Bug 11128 — ndr_push_error unexpected blob length is too large af854a3a-
[security-announce] openSUSE-SU-2016:0813-1: important: Security update af854a3a-
CVE Program record CVE.ORC
NVD vulnerability detail NVD

4 | 1

No vendor comments have been submitted for this CVE.
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https://bugzilla.samba.org/show_bug.cgi?id=11128
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There are currently no legacy QID mappings associated with this CVE.
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