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Summary

CVE CVE-2016-0781

State PUBLIC

Assigner security_alert@emc.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-05-25 17:29:00 UTC

Updated 2021-08-06 14:47:00 UTC

Description The UAA OAuth approval pages in Cloud Foundry v208 to v231, Login-server v1.6 to v1.14, UAA v2.0.0 to v2.7.4.1, UAA v3.0.0 to v3.2.0, UAA-Release v2 to v7 and Pivotal Elastic Runtime 1.6.x versions prior to 1.6.20 are vulnerable to an XSS attack by specifying malicious java script content in either the OAuth scopes (SCIM groups) or SCIM group descriptions.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cloudfoundry Cloud Foundry Uaa Bosh 2 All All All

Application Cloudfoundry Cloud Foundry Uaa Bosh 3 All All All

Application Cloudfoundry Cloud Foundry Uaa Bosh 4 All All All

Application Cloudfoundry Cloud Foundry Uaa Bosh 5 All All All

Application Cloudfoundry Cloud Foundry Uaa Bosh 6 All All All

Application Cloudfoundry Cloud Foundry Uaa Bosh 7 All All All

Application Pivotal Software Cloud Foundry 208 All All All

Application Pivotal Software Cloud Foundry 209 All All All

Application Pivotal Software Cloud Foundry 210 All All All

Application Pivotal Software Cloud Foundry 211 All All All

Application Pivotal Software Cloud Foundry 212 All All All

Application Pivotal Software Cloud Foundry 213 All All All

Application Pivotal Software Cloud Foundry 214 All All All

Application Pivotal Software Cloud Foundry 215 All All All

Application Pivotal Software Cloud Foundry 216 All All All

Application Pivotal Software Cloud Foundry 217 All All All

Application Pivotal Software Cloud Foundry 218 All All All
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Application Pivotal Software Cloud Foundry 218 All All All

Application Pivotal Software Cloud Foundry 219 All All All

Application Pivotal Software Cloud Foundry 220 All All All

Application Pivotal Software Cloud Foundry 221 All All All

Application Pivotal Software Cloud Foundry 222 All All All

Application Pivotal Software Cloud Foundry 223 All All All

Application Pivotal Software Cloud Foundry 224 All All All

Application Pivotal Software Cloud Foundry 225 All All All

Application Pivotal Software Cloud Foundry 226 All All All

Application Pivotal Software Cloud Foundry 227 All All All

Application Pivotal Software Cloud Foundry 228 All All All

Application Pivotal Software Cloud Foundry 229 All All All

Application Pivotal Software Cloud Foundry 230 All All All

Application Pivotal Software Cloud Foundry 231 All All All

Application Pivotal Software Cloud Foundry 241 All All All

Application Pivotal Software Cloud Foundry 208 All All All

Application Pivotal Software Cloud Foundry 209 All All All

Application Pivotal Software Cloud Foundry 210 All All All

Application Pivotal Software Cloud Foundry 211 All All All

Application Pivotal Software Cloud Foundry 212 All All All

Application Pivotal Software Cloud Foundry 213 All All All

Application Pivotal Software Cloud Foundry 214 All All All

Application Pivotal Software Cloud Foundry 215 All All All

Application Pivotal Software Cloud Foundry 216 All All All

Application Pivotal Software Cloud Foundry 217 All All All

Application Pivotal Software Cloud Foundry 218 All All All

Application Pivotal Software Cloud Foundry 219 All All All

Application Pivotal Software Cloud Foundry 220 All All All

Application Pivotal Software Cloud Foundry 221 All All All

Application Pivotal Software Cloud Foundry 222 All All All

Application Pivotal Software Cloud Foundry 223 All All All

Application Pivotal Software Cloud Foundry 224 All All All

Application Pivotal Software Cloud Foundry 225 All All All

Application Pivotal Software Cloud Foundry 226 All All All

Application Pivotal Software Cloud Foundry 227 All All All

Application Pivotal Software Cloud Foundry 228 All All All
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Application Pivotal Software Cloud Foundry 229 All All All

Application Pivotal Software Cloud Foundry 230 All All All

Application Pivotal Software Cloud Foundry 231 All All All

Application Pivotal Software Cloud Foundry 241 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.0 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.1 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.10 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.11 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.12 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.13 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.14 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.15 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.16 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.17 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.18 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.19 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.2 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.3 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.4 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.5 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.6 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.7 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.8 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.9 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.0 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.1 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.10 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.11 All All All
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Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.16 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.17 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.18 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.19 All All All
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Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.19 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.2 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.3 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.4 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.5 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.6 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.7 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.8 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.9 All All All

Application Pivotal Software Cloud Foundry Uaa 3.0.0 All All All

Application Pivotal Software Cloud Foundry Uaa 3.0.1 All All All

Application Pivotal Software Cloud Foundry Uaa 3.1.0 All All All

Application Pivotal Software Cloud Foundry Uaa 3.2.0 All All All

Application Pivotal Software Cloud Foundry Uaa 3.0.0 All All All

Application Pivotal Software Cloud Foundry Uaa 3.0.1 All All All

Application Pivotal Software Cloud Foundry Uaa 3.1.0 All All All

Application Pivotal Software Cloud Foundry Uaa 3.2.0 All All All

Application Pivotal Software Cloud Foundry Uaa All All All All

Application Pivotal Software Cloud Foundry Uaa Release 2 All All All

Application Pivotal Software Cloud Foundry Uaa Release 3 All All All

Application Pivotal Software Cloud Foundry Uaa Release 4 All All All

Application Pivotal Software Cloud Foundry Uaa Release 5 All All All

Application Pivotal Software Cloud Foundry Uaa Release 6 All All All

Application Pivotal Software Cloud Foundry Uaa Release 7 All All All

Application Pivotal Software Cloud Foundry Uaa Release 2 All All All

Application Pivotal Software Cloud Foundry Uaa Release 3 All All All

Application Pivotal Software Cloud Foundry Uaa Release 4 All All All

Application Pivotal Software Cloud Foundry Uaa Release 5 All All All

Application Pivotal Software Cloud Foundry Uaa Release 6 All All All

Application Pivotal Software Cloud Foundry Uaa Release 7 All All All

Application Pivotal Software Login-server - All All All

Application Pivotal Software Login-server - All All All

References

Reference Source Link Tags
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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