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Summary

CVE CVE-2016-0794

State PUBLISHED

Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-02-18 21:59:01 UTC

Updated 2026-05-06 22:30:45 UTC

Description The lwp filter in LibreOffice before 5.0.4 allows remote attackers to cause a denial of service (memory corruption) or possibly have unspecified other impact via a crafted LotusWordPro (lwp) document.

Risk And Classification

Primary CVSS: v3.0 7.8 HIGH from nvd@nist.gov

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

Problem Types: CWE-119 | n/a

Version Source Type Score Severity Vector

3.0 nvd@nist.gov Primary 7.8 HIGH CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

2.0 nvd@nist.gov Primary 9.3 AV:N/AC:M/Au:N/C:C/I:C/A:C

CVSS v3.0 Breakdown

Attack Vector

Local

Attack Complexity

Low

Privileges Required

None

User Interaction

Required

Scope

Unchanged

Confidentiality

High

Integrity

High

Availability

https://cve.report/
https://cve.report/CVE-2016-0794/mitre
https://cve.report/CVE-2016-0794/nist
https://cve.report/CVE-2016-0794/cve_org
https://cve.report/api/cve/CVE-2016-0794.json
https://cve.report/CVE-2016-0794.pdf


CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

CVSS v2.0 Breakdown

AV:N/AC:M/Au:N/C:C/I:C/A:C

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 12.04 - lts All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 15.10 All All All

Application Libreoffice Libreoffice All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference Source

openSUSE-SU-2016:1415-1: moderate: Security update for libreoffice af854a3a-2127-422b-91ae-364da2661108

openSUSE-SU-2016:1805-1: moderate: Security update for LibreOffice af854a3a-2127-422b-91ae-364da2661108

CVE-2016-0794 | LibreOffice - Free Office Suite - Fun Project - Fantastic People af854a3a-2127-422b-91ae-364da2661108

Verisign is a global provider of domain name registry services and internet infrastructure - Verisign af854a3a-2127-422b-91ae-364da2661108

Debian -- Security Information -- DSA-3482-1 libreoffice af854a3a-2127-422b-91ae-364da2661108

[SECURITY] Fedora 22 Update: libreoffice-4.4.7.2-3.fc22 af854a3a-2127-422b-91ae-364da2661108

Verisign is a global provider of domain name registry services and internet infrastructure - Verisign af854a3a-2127-422b-91ae-364da2661108

High

Access Vector

Network

Access Complexity

Medium

Authentication

None

Confidentiality

Complete

Integrity

Complete

Availability

Complete

http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/libreoffice
http://cve.report/software/libreoffice/libreoffice
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://lists.opensuse.org/opensuse-updates/2016-05/msg00110.html
http://lists.opensuse.org/opensuse-updates/2016-07/msg00050.html
https://www.libreoffice.org/about-us/security/advisories/cve-2016-0794/
https://www.verisign.com/en_US/security-services/security-intelligence/vulnerability-reports/articles/index.xhtml?id=1220
http://www.debian.org/security/2016/dsa-3482
http://lists.fedoraproject.org/pipermail/package-announce/2016-February/178036.html
https://www.verisign.com/en_US/security-services/security-intelligence/vulnerability-reports/articles/index.xhtml?id=1222


LibreOffice LWP File Processing Flaw Lets Remote Users Execute Arbitrary Code - SecurityTracker af854a3a-2127-422b-91ae-364da2661108

USN-2899-1: LibreOffice vulnerabilities | Ubuntu af854a3a-2127-422b-91ae-364da2661108

Verisign is a global provider of domain name registry services and internet infrastructure - Verisign af854a3a-2127-422b-91ae-364da2661108

Red Hat Customer Portal af854a3a-2127-422b-91ae-364da2661108

Red Hat Customer Portal MITRE

CVE-2016-0794 - Red Hat Customer Portal MITRE

1306609 – (CVE-2016-0794, CVE-2016-0795) CVE-2016-0794 CVE-2016-0795 libreoffice: Multiple out-of-bounds overflows in lwp filter MITRE

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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