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CVE CVE-2016-0956
State PUBLISHED
Assigner adobe

/

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-02-10 20:59:08 UTC
Updated 2026-05-06 22:30:45 UTC
Description The Servlets Post component 2.3.6 in Apache Sling, as used in Adobe Experience Manager 5.6.1, 6.0.0, and 6.1.0, allows

Risk And Classification

Version Source Type
3.0 nvd@nist.gov Primary
2.0 nvd@nist.gov Primary

Problem Types: CWE-200 | n/a

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N

Score Severity
7.5 HIGH

7.8

Primary CVSS: v3.0 7.5 HIGH from nvd@nist.gov

Vector

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N

AV:N/AC:L/Au:N/C:C/I:N/A:N

CVSS v3.0 Breakdown
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https://cve.report/
https://cve.report/CVE-2016-0956/mitre
https://cve.report/CVE-2016-0956/nist
https://cve.report/CVE-2016-0956/cve_org
https://cve.report/api/cve/CVE-2016-0956.json
https://cve.report/CVE-2016-0956.pdf

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
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CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Adobe Experience Manager 5.6.1 All All All
Application Adobe Experience Manager 6.0.0 All All All
Application Adobe Experience Manager 6.1.0 All All All
Application Apache Sling All All All All
Operating System Apple Mac Os X All All All All
Operating System Linux Linux Kernel All All All All
Operating System Microsoft Windows All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source

Apache Sling Framework (Adobe AEM) 2.3.6 - Information Disclosure - Multiple webapps Exploit af854a3a-2127-422b

Full Disclosure: Apache Sling Framework v2.3.6 (Adobe AEM) [CVE-2016-0956] - Information Disclosure Vulnerability —af854a3a-2127-422b

SecurityFocus af854a3a-2127-422b

Apache Sling Framework 2.3.6 Information Disclosure = Packet Storm af854a3a-2127-422b


http://cve.report/vendor/adobe
http://cve.report/software/adobe/experience_manager
http://cve.report/vendor/adobe
http://cve.report/software/adobe/experience_manager
http://cve.report/vendor/adobe
http://cve.report/software/adobe/experience_manager
http://cve.report/vendor/apache
http://cve.report/software/apache/sling
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows
http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://www.exploit-db.com/exploits/39435/
http://seclists.org/fulldisclosure/2016/Feb/48
http://www.securityfocus.com/archive/1/537498/100/0/threaded
http://packetstormsecurity.com/files/135720/Apache-Sling-Framework-2.3.6-Information-Disclosure.html

Adobe Security Bulletin af854a3a-2127-422b
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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