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Summary

CVE CVE-2016-1000031

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-10-25 14:29:00 UTC

Updated 2023-11-07 02:29:00 UTC

Description Apache Commons FileUpload before 1.3.3 DiskFileItem File Manipulation Remote Code Execution

Risk And Classification

Problem Types: CWE-284

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Commons Fileupload All All All All

References

Reference

[R2] Apache Commons FileUpload DiskFileItem File Manipulation Remote Code Execution (LOBSTER) - Research Advisory | Tenable Network Security

Novell NetIQ Sentinel CVE-2016-1000031 Remote Code Execution Vulnerability

Oracle Critical Patch Update Advisory - July 2020

Pony Mail!

[FILEUPLOAD-279] CVE-2016-1000031 - Apache Commons FileUpload DiskFileItem File Manipulation Remote Code Execution - ASF JIRA

November 2017 Apache Commons FileUpload Vulnerabilities in NetApp Products | NetApp Product Security

Oracle Critical Patch Update Advisory - October 2020

Oracle Critical Patch Update Advisory - October 2021

Pony Mail!

Oracle Critical Patch Update - January 2019

Zero Day Initiative

[security-announce] openSUSE-SU-2019:1399-1: important: Security update

Oracle Critical Patch Update - July 2019

Pony Mail!

https://cve.report/
https://cve.report/CVE-2016-1000031/mitre
https://cve.report/CVE-2016-1000031/nist
https://cve.report/CVE-2016-1000031/cve_org
https://cve.report/CVE-2016-1000031.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/commons_fileupload
https://www.tenable.com/security/research/tra-2016-12
http://www.securityfocus.com/bid/93604
https://www.oracle.com/security-alerts/cpujul2020.html
https://lists.apache.org/thread.html/708d94141126eac03011144a971a6411fcac16d9c248d1d535a39451%2540%253Csolr-user.lucene.apache.org%253E
https://issues.apache.org/jira/browse/FILEUPLOAD-279
https://security.netapp.com/advisory/ntap-20190212-0001/
https://www.oracle.com/security-alerts/cpuoct2020.html
https://www.oracle.com/security-alerts/cpuoct2021.html
https://lists.apache.org/thread.html/d66657323fd25e437face5e84899c8ca404ccd187e81c3f2fa8b6080%2540%253Cannounce.apache.org%253E
https://www.oracle.com/technetwork/security-advisory/cpujan2019-5072801.html
http://www.zerodayinitiative.com/advisories/ZDI-16-570/
http://lists.opensuse.org/opensuse-security-announce/2019-05/msg00036.html
https://www.oracle.com/technetwork/security-advisory/cpujul2019-5072835.html


Pony Mail!

[WW-4812] Update commons-fileupload - ASF JIRA

[R1] Novell NetIQ Sentinel Commons DiskFileItem RMI Java Deserialization Remote File Creation / Manipulation - Research Advisory | Tenable®

Pony Mail!

CPU Oct 2018

Oracle Critical Patch Update - October 2019

Oracle Critical Patch Update Advisory - January 2020

[R4] Apache Wicket DiskFileItem Java Deserialization Remote File Manipulation - Research Advisory | Tenable®

Oracle Critical Patch Update Advisory - April 2020

Oracle Critical Patch Update Advisory - July 2022

Oracle Critical Patch Update Advisory - January 2021

Oracle Critical Patch Update - October 2016

Oracle Critical Patch Update Advisory - April 2019

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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20277 Oracle Database 18c Critical OJVM Patch Update - July 2020

20281 Oracle Database 19c Critical OJVM Patch Update - July 2020

20288 Oracle Database 19c Critical OJVM Patch Update - October 2020

20292 Oracle Database 12.2.0.1 Critical OJVM Patch Update - July 2020

20297 Oracle Database 18c Critical OJVM Patch Update - October 2020

20313 Oracle Database 12.2.0.1 Critical OJVM Patch Update - October 2020

375626 IBM Cognos Analytics Multiple Vulnerabilities (6451705)

980277 Java (maven) Security Update for commons-fileupload:commons-fileupload (GHSA-7x9j-7223-rg5m)
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