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Description

VE-2016-1 /[
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CVE-2016-1000037

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2019-11-06 19:15:00 UTC

2023-11-07 02:29:00 UTC

Pagure: XSS possible in file attachment endpoint

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Application

Application

Vendor Product Version Update Edition Language
Fedoraproject Fedora 24 All All All
Fedoraproject Fedora 24 All All All
Redhat Enterprise Linux 7.0 All All All
Redhat Enterprise Linux 7.0 All All All
Redhat Pagure All All All All
Redhat Pagure All All All All

Reference Source Link

[SECURITY] Fedora 24 Update: pagure-2.3.4-1.fc24 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
[SECURITY] Fedora 24 Update: pagure-2.3.4-1.fc24 - package-announce - Fedora Mailing-Lists MISC lists.fedoraproject.org
CVE-2016-1000037 MISC security-tracker.debian.org
1360627 — (CVE-2016-1000037) CVE-2016-1000037 pagure: XSS in file attachment endpoint MISC bugzilla.redhat.com
raw.githubusercontent.com/distributedweaknessfiling/cvelist/master/2016/1000xxx/CVE-201... MISC raw.githubusercontent.com
CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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https://cve.report/
https://cve.report/CVE-2016-1000037/mitre
https://cve.report/CVE-2016-1000037/nist
https://cve.report/CVE-2016-1000037/cve_org
https://cve.report/api/cve/CVE-2016-1000037.json
https://cve.report/CVE-2016-1000037.pdf
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/pagure
http://cve.report/vendor/redhat
http://cve.report/software/redhat/pagure
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/R7EHB2WQ46M737B2STHQTOPTBSSQJDSS/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/R7EHB2WQ46M737B2STHQTOPTBSSQJDSS/
https://security-tracker.debian.org/tracker/CVE-2016-1000037
https://bugzilla.redhat.com/show_bug.cgi?id=CVE-2016-1000037
https://raw.githubusercontent.com/distributedweaknessfiling/cvelist/master/2016/1000xxx/CVE-2016-1000037.json
https://www.cve.org/CVERecord?id=CVE-2016-1000037
https://nvd.nist.gov/vuln/detail/CVE-2016-1000037

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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