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Summary

CVE CVE-2016-10006

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-12-24 18:59:00 UTC

Updated 2019-11-14 13:22:00 UTC

Description In OWASP AntiSamy before 1.5.5, by submitting a specially crafted input (a tag that supports style with active content), you could bypass the library protections and supply executable code. The impact is XSS.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Antisamy Project Antisamy All All All All

Application Antisamy Project Antisamy All All All All

References

Reference Source

Style validation in attributes isn't properly handled · Issue #2 · nahsra/antisamy · GitHub CONFIRM

OWASP AntiSamy Input Validation Flaw in 'MagicSAXFilter.java' Lets Remote Users Bypass Security Restrictions - SecurityTracker SECTRACK

OWASP AntiSamy CVE-2016-10006 Remote Security Bypass Vulnerability BID

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

981276 Java (maven) Security Update for org.owasp.antisamy:antisamy (GHSA-683w-6h9j-57wq)
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