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Summary

CVE CVE-2016-10026

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-02-13 18:59:00 UTC

Updated 2017-11-04 01:29:00 UTC

Description ikiwiki 3.20161219 does not properly check if a revision changes the access permissions for a page on sites with the git and recentchanges plugins and the CGI interface enabled, which allows remote attackers to revert certain changes by leveraging permissions to change the page before the revision was made.

Risk And Classification

Problem Types: CWE-284

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ikiwiki Ikiwiki 3.20161219 All All All

Application Ikiwiki Ikiwiki 3.20161219 All All All

References

Reference Source Link

Debian -- Security Information -- DSA-3760-1 ikiwiki DEBIAN www.debian.org

rcs revert can bypass authorization if affected files were renamed CONFIRM ikiwiki.info

security CONFIRM ikiwiki.info

oss-security - Re: CVE request: ikiwiki: authorization bypass when reverting changes MLIST www.openwall.com

oss-security - ikiwiki: CVE-2016-9645 (incomplete fix for CVE-2016-10026), CVE-2016-9646 (commit metadata forgery) MLIST www.openwall.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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