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CVE CVE-2016-10029
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-02-27 22:59:00 UTC
Updated 2023-02-13 04:50:00 UTC
Description The virtio_gpu_set_scanout function in QEMU (aka Quick Emulator) built with Virtio GPU Device emulator support allows Ic
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Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Qemu Qemu All All All All
Reference

QEMU 'VIRTIO_GPU_CMD_SET_SCANOUT()' Function Out of Bounds Read Denial of Service Vulnerability

oss-security - Re: CVE request Qemu: display: virtio-gpu: out of bounds read in virtio_gpu_set_scanout

git.gemu.org Git - gemu.git/commit

git.gemu.org Git - gemu.git/commit

QEMU Memory Access Error in VIRTIO_GPU_CMD_SET_SCANOUT Command Lets Local Users on a Guest System Cause Denial of Servic
git.gemu.org Git - gemu.git/commit

oss-security - CVE request Qemu: display: virtio-gpu: out of bounds read in virtio_gpu_set_scanout

git.gemu.org Git - gemu.git/commit

CVE Program record

NVD vulnerability detail

1]

Wﬂ

No vendor comments have been submitted for this CVE.
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http://cve.report/software/qemu/qemu
http://www.securityfocus.com/bid/94978
http://www.openwall.com/lists/oss-security/2016/12/22/15
http://git.qemu-project.org/?p=qemu.git%253Ba=commit%253Bh=acfc4846508a02cc4c83aa27799fd7
http://git.qemu-project.org/?p=qemu.git;a=commit;h=2fe760554eb3769d70f608a158474f
http://www.securitytracker.com/id/1037526
http://git.qemu-project.org/?p=qemu.git%253Ba=commit%253Bh=2fe760554eb3769d70f608a158474f
http://www.openwall.com/lists/oss-security/2016/12/20/2
http://git.qemu-project.org/?p=qemu.git;a=commit;h=acfc4846508a02cc4c83aa27799fd7
https://www.cve.org/CVERecord?id=CVE-2016-10029
https://nvd.nist.gov/vuln/detail/CVE-2016-10029

There are currently no legacy QID mappings associated with this CVE.
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