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CVE CVE-2016-10044
State PUBLIC
Assigner security@android.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-02-07 07:59:00 UTC
Updated 2023-01-17 21:40:00 UTC
Description The aio_mount function in fs/aio.c in the Linux kernel before 4.7.7 does not properly restrict execute access, which makes i

/ |
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Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Google Android All All All All
Operating System Linux Linux Kernel All All All All
Operating System Linux Linux Kernel All All All All

References |
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kernel/git/torvalds/linux.git - Linux kernel source tree

Android Security Bulletin—February 2017 | Android Open Source Project

aio: mark AlO pseudo-fs noexec - torvalds/linux@22f6b4d - GitHub

Google Nexus Kernel File System CVE-2016-10044 Privilege Escalation Vulnerability

Google Android Multiple Flaws Let Users Deny Service, Obtain Potentially Sensitive Information, and Gain Elevated Privileges and Let Remot
www.kernel.org/pub/linux/kernel/v4.x/ChangelLog-4.7.7
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No vendor comments have been submitted for this CVE.


https://cve.report/
https://cve.report/CVE-2016-10044/mitre
https://cve.report/CVE-2016-10044/nist
https://cve.report/CVE-2016-10044/cve_org
https://cve.report/api/cve/CVE-2016-10044.json
https://cve.report/CVE-2016-10044.pdf
http://cve.report/vendor/google
http://cve.report/software/google/android
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://git.kernel.org/cgit/linux/kernel/git/torvalds/linux.git/commit/?id=22f6b4d34fcf039c63a94e7670e0da24f8575a5a
http://source.android.com/security/bulletin/2017-02-01.html
https://github.com/torvalds/linux/commit/22f6b4d34fcf039c63a94e7670e0da24f8575a5a
http://www.securityfocus.com/bid/96122
http://www.securitytracker.com/id/1037798
http://www.kernel.org/pub/linux/kernel/v4.x/ChangeLog-4.7.7
https://www.cve.org/CVERecord?id=CVE-2016-10044
https://nvd.nist.gov/vuln/detail/CVE-2016-10044

There are currently no legacy QID mappings associated with this CVE.
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