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Summary

CVE CVE-2016-10045

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-12-30 19:59:00 UTC

Updated 2021-09-30 16:30:00 UTC

Description The isMail transport in PHPMailer before 5.2.20 might allow remote attackers to pass extra parameters to the mail command and consequently execute arbitrary code by leveraging improper interaction between the escapeshellarg function and internal escaping performed in the mail function in PHP. NOTE: this vulnerability exists because of an incorrect fix for CVE-2016-10033.

Risk And Classification

Problem Types: CWE-77

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Joomla Joomla! All All All All

Application Phpmailer Project Phpmailer All All All All

Application Phpmailer Project Phpmailer All All All All

Application Wordpress Wordpress All All All All
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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