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CVE CVE-2016-10049
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2017-03-23 17:59:00 UTC
Updated 2020-11-16 20:00:00 UTC
Description Buffer overflow in the ReadRLEImage function in coders/rle.c in ImageMagick before 6.9.4-4 allows remote attackers to cat

1|

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Imagemagick Imagemagick All All All All

References

Reference Source L
ImageMagick 'coders/rle.c' Remote Buffer Overflow Vulnerability BID v
Segfault in ReadRLEImage - ImageMagick MISC v
https://www.imagemagick.org/discourse-server/viewtopic.php?f=3&t=29710 - ImageMagick/ImageMagick@13db820 - GitHub CONFIRM ¢
1410452 — (CVE-2016-10049) CVE-2016-10049 ImageMagick: Buffer overflow when reading corrupt RLE files CONFIRM  E
https://www.imagemagick.org/discourse-server/viewtopic.php?f=3&t=29710 - ImageMagick/ImageMagick@3e91652 - GitHub CONFIRM ¢
oss-security - Re: CVE requests for various ImageMagick issues MLIST v
CVE Program record CVE.ORG v
NVD vulnerability detail NVD n
A s

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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https://cve.report/CVE-2016-10049/mitre
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https://cve.report/CVE-2016-10049/cve_org
https://cve.report/api/cve/CVE-2016-10049.json
https://cve.report/CVE-2016-10049.pdf
http://cve.report/vendor/imagemagick
http://cve.report/software/imagemagick/imagemagick
http://www.securityfocus.com/bid/95180
https://www.imagemagick.org/discourse-server/viewtopic.php?f=3&t=29710
https://github.com/ImageMagick/ImageMagick/commit/13db820f5e24cd993ee554e99377fea02a904e18
https://bugzilla.redhat.com/show_bug.cgi?id=1410452
https://github.com/ImageMagick/ImageMagick/commit/3e9165285eda6e1bb71172031d3048b51bb443a4
http://www.openwall.com/lists/oss-security/2016/12/26/9
https://www.cve.org/CVERecord?id=CVE-2016-10049
https://nvd.nist.gov/vuln/detail/CVE-2016-10049
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