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Summary

CVE CVE-2016-10075

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-01-19 20:59:00 UTC

Updated 2018-10-21 10:29:00 UTC

Description The tqdm._version module in tqdm versions 4.4.1 and 4.10 allows local users to execute arbitrary code via a crafted repo with a malicious git log in the current working directory.

Risk And Classification

Problem Types: CWE-17

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Tqdm Project Tqdm 4.10 All All All

Application Tqdm Project Tqdm 4.4.1 All All All

Application Tqdm Project Tqdm 4.10 All All All

Application Tqdm Project Tqdm 4.4.1 All All All

References

Reference Source Link Tags

oss-security - Re: tqdm: insecure use of git MLIST www.openwall.com Mailing List, Third Party Advisory

tqdm._version: insecure use of git · Issue #328 · tqdm/tqdm · GitHub MISC github.com Issue Tracking, Vendor Advisory

tqdm: Arbitrary code execution (GLSA 201807-01) — Gentoo Security GENTOO security.gentoo.org

tqdm CVE-2016-10075 Remote Code Execution Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

https://cve.report/
https://cve.report/CVE-2016-10075/mitre
https://cve.report/CVE-2016-10075/nist
https://cve.report/CVE-2016-10075/cve_org
https://cve.report/api/cve/CVE-2016-10075.json
https://cve.report/CVE-2016-10075.pdf
http://cve.report/vendor/tqdm_project
http://cve.report/software/tqdm_project/tqdm
http://cve.report/vendor/tqdm_project
http://cve.report/software/tqdm_project/tqdm
http://cve.report/vendor/tqdm_project
http://cve.report/software/tqdm_project/tqdm
http://cve.report/vendor/tqdm_project
http://cve.report/software/tqdm_project/tqdm
http://www.openwall.com/lists/oss-security/2016/12/28/8
https://github.com/tqdm/tqdm/issues/328
https://security.gentoo.org/glsa/201807-01
http://www.securityfocus.com/bid/95143
https://www.cve.org/CVERecord?id=CVE-2016-10075
https://nvd.nist.gov/vuln/detail/CVE-2016-10075
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