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Summary

CVE CVE-2016-10087

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-01-30 22:59:00 UTC

Updated 2023-11-07 02:29:00 UTC

Description The png_set_text_2 function in libpng 0.71 before 1.0.67, 1.2.x before 1.2.57, 1.4.x before 1.4.20, 1.5.x before 1.5.28, and 1.6.x before 1.6.27 allows context-dependent attackers to cause a NULL pointer dereference vectors involving loading a text chunk into a png structure, removing the text, and then adding another text chunk to the structure.

Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Libpng Libpng 0.71 All All All

Application Libpng Libpng 0.8 All All All

Application Libpng Libpng 0.81 All All All

Application Libpng Libpng 0.82 All All All

Application Libpng Libpng 0.85 All All All

Application Libpng Libpng 0.86 All All All

Application Libpng Libpng 0.87 All All All

Application Libpng Libpng 0.88 All All All

Application Libpng Libpng 0.89 All All All

Application Libpng Libpng 0.89c All All All

Application Libpng Libpng 0.90 All All All

Application Libpng Libpng 0.95 All All All

Application Libpng Libpng 0.96 All All All

Application Libpng Libpng 0.97 All All All

Application Libpng Libpng 0.98 All All All

Application Libpng Libpng 0.99 All All All

Application Libpng Libpng 0.99a All All All
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Application Libpng Libpng 0.99a All All All

Application Libpng Libpng 0.99b All All All

Application Libpng Libpng 0.99c All All All

Application Libpng Libpng 0.99d All All All

Application Libpng Libpng 0.99e All All All

Application Libpng Libpng 0.99f All All All

Application Libpng Libpng 0.99g All All All

Application Libpng Libpng 0.99h All All All

Application Libpng Libpng 1.0.0 All All All

Application Libpng Libpng 1.0.0a All All All

Application Libpng Libpng 1.0.0b All All All

Application Libpng Libpng 1.0.1 All All All

Application Libpng Libpng 1.0.10 All All All

Application Libpng Libpng 1.0.11 All All All

Application Libpng Libpng 1.0.12 All All All

Application Libpng Libpng 1.0.13 All All All

Application Libpng Libpng 1.0.14 All All All

Application Libpng Libpng 1.0.15 All All All

Application Libpng Libpng 1.0.16 All All All

Application Libpng Libpng 1.0.17 All All All

Application Libpng Libpng 1.0.18 All All All

Application Libpng Libpng 1.0.19 All All All

Application Libpng Libpng 1.0.1a All All All

Application Libpng Libpng 1.0.1b All All All

Application Libpng Libpng 1.0.1c All All All

Application Libpng Libpng 1.0.1d All All All

Application Libpng Libpng 1.0.1e All All All

Application Libpng Libpng 1.0.2 All All All

Application Libpng Libpng 1.0.20 All All All

Application Libpng Libpng 1.0.21 All All All

Application Libpng Libpng 1.0.22 All All All

Application Libpng Libpng 1.0.23 All All All

Application Libpng Libpng 1.0.24 All All All

Application Libpng Libpng 1.0.25 All All All

Application Libpng Libpng 1.0.26 All All All

Application Libpng Libpng 1.0.27 All All All
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Application Libpng Libpng 1.0.28 All All All

Application Libpng Libpng 1.0.29 All All All

Application Libpng Libpng 1.0.2a All All All

Application Libpng Libpng 1.0.3 All All All

Application Libpng Libpng 1.0.30 All All All

Application Libpng Libpng 1.0.31 All All All

Application Libpng Libpng 1.0.32 All All All

Application Libpng Libpng 1.0.33 All All All

Application Libpng Libpng 1.0.34 All All All

Application Libpng Libpng 1.0.35 All All All

Application Libpng Libpng 1.0.37 All All All

Application Libpng Libpng 1.0.38 All All All

Application Libpng Libpng 1.0.39 All All All

Application Libpng Libpng 1.0.3a All All All

Application Libpng Libpng 1.0.3b All All All

Application Libpng Libpng 1.0.3d All All All

Application Libpng Libpng 1.0.4 All All All

Application Libpng Libpng 1.0.40 All All All

Application Libpng Libpng 1.0.41 All All All

Application Libpng Libpng 1.0.42 All All All

Application Libpng Libpng 1.0.43 All All All

Application Libpng Libpng 1.0.44 All All All

Application Libpng Libpng 1.0.45 All All All

Application Libpng Libpng 1.0.46 All All All

Application Libpng Libpng 1.0.47 All All All

Application Libpng Libpng 1.0.48 All All All

Application Libpng Libpng 1.0.4a All All All

Application Libpng Libpng 1.0.4b All All All

Application Libpng Libpng 1.0.4c All All All

Application Libpng Libpng 1.0.4d All All All

Application Libpng Libpng 1.0.4e All All All

Application Libpng Libpng 1.0.4f All All All

Application Libpng Libpng 1.0.5 All All All

Application Libpng Libpng 1.0.50 All All All

Application Libpng Libpng 1.0.51 All All All

Application Libpng Libpng 1.0.52 All All All
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Application Libpng Libpng 1.0.52 All All All

Application Libpng Libpng 1.0.53 All All All

Application Libpng Libpng 1.0.54 All All All

Application Libpng Libpng 1.0.55 All All All

Application Libpng Libpng 1.0.56 All All All

Application Libpng Libpng 1.0.57 All All All

Application Libpng Libpng 1.0.58 All All All

Application Libpng Libpng 1.0.59 All All All

Application Libpng Libpng 1.0.5a All All All

Application Libpng Libpng 1.0.5b All All All

Application Libpng Libpng 1.0.5c All All All

Application Libpng Libpng 1.0.5d All All All

Application Libpng Libpng 1.0.5e All All All

Application Libpng Libpng 1.0.5f All All All

Application Libpng Libpng 1.0.5g All All All

Application Libpng Libpng 1.0.5h All All All

Application Libpng Libpng 1.0.5i All All All

Application Libpng Libpng 1.0.5j All All All

Application Libpng Libpng 1.0.5k All All All

Application Libpng Libpng 1.0.5l All All All

Application Libpng Libpng 1.0.5m All All All

Application Libpng Libpng 1.0.5n All All All

Application Libpng Libpng 1.0.5o All All All

Application Libpng Libpng 1.0.5p All All All

Application Libpng Libpng 1.0.5q All All All

Application Libpng Libpng 1.0.5r All All All

Application Libpng Libpng 1.0.5s All All All

Application Libpng Libpng 1.0.5t All All All

Application Libpng Libpng 1.0.5u All All All

Application Libpng Libpng 1.0.5v All All All

Application Libpng Libpng 1.0.6 All All All

Application Libpng Libpng 1.0.60 All All All

Application Libpng Libpng 1.0.61 All All All

Application Libpng Libpng 1.0.62 All All All

Application Libpng Libpng 1.0.63 All All All

Application Libpng Libpng 1.0.64 All All All
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Application Libpng Libpng 1.0.65 All All All

Application Libpng Libpng 1.0.66 All All All

Application Libpng Libpng 1.0.6d All All All

Application Libpng Libpng 1.0.6e All All All

Application Libpng Libpng 1.0.6f All All All

Application Libpng Libpng 1.0.6g All All All

Application Libpng Libpng 1.0.6h All All All

Application Libpng Libpng 1.0.6i All All All

Application Libpng Libpng 1.0.6j All All All

Application Libpng Libpng 1.0.7 All All All

Application Libpng Libpng 1.0.8 All All All

Application Libpng Libpng 1.0.9 All All All

Application Libpng Libpng 1.00 All All All

Application Libpng Libpng 1.2.0 All All All

Application Libpng Libpng 1.2.1 All All All

Application Libpng Libpng 1.2.10 All All All

Application Libpng Libpng 1.2.12 All All All

Application Libpng Libpng 1.2.13 All All All

Application Libpng Libpng 1.2.14 All All All

Application Libpng Libpng 1.2.16 All All All

Application Libpng Libpng 1.2.18 All All All

Application Libpng Libpng 1.2.20 All All All

Application Libpng Libpng 1.2.21 All All All

Application Libpng Libpng 1.2.22 All All All

Application Libpng Libpng 1.2.24 All All All

Application Libpng Libpng 1.2.25 All All All

Application Libpng Libpng 1.2.26 All All All

Application Libpng Libpng 1.2.27 All All All

Application Libpng Libpng 1.2.29 All All All

Application Libpng Libpng 1.2.3 All All All

Application Libpng Libpng 1.2.32 All All All

Application Libpng Libpng 1.2.33 All All All

Application Libpng Libpng 1.2.35 All All All

Application Libpng Libpng 1.2.37 All All All

Application Libpng Libpng 1.2.38 All All All
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Application Libpng Libpng 1.2.39 All All All

Application Libpng Libpng 1.2.4 All All All

Application Libpng Libpng 1.2.41 All All All

Application Libpng Libpng 1.2.42 All All All

Application Libpng Libpng 1.2.44 All All All

Application Libpng Libpng 1.2.45 All All All

Application Libpng Libpng 1.2.46 All All All

Application Libpng Libpng 1.2.47 All All All

Application Libpng Libpng 1.2.50 All All All

Application Libpng Libpng 1.2.51 All All All

Application Libpng Libpng 1.2.52 All All All

Application Libpng Libpng 1.2.53 All All All

Application Libpng Libpng 1.2.54 All All All

Application Libpng Libpng 1.2.55 All All All

Application Libpng Libpng 1.2.56 All All All

Application Libpng Libpng 1.2.6 All All All

Application Libpng Libpng 1.2.8 All All All

Application Libpng Libpng 1.4.0 All All All

Application Libpng Libpng 1.4.1 All All All

Application Libpng Libpng 1.4.10 All All All

Application Libpng Libpng 1.4.11 All All All

Application Libpng Libpng 1.4.12 All All All

Application Libpng Libpng 1.4.13 All All All

Application Libpng Libpng 1.4.14 All All All

Application Libpng Libpng 1.4.15 All All All

Application Libpng Libpng 1.4.16 All All All

Application Libpng Libpng 1.4.17 All All All

Application Libpng Libpng 1.4.18 All All All

Application Libpng Libpng 1.4.19 All All All

Application Libpng Libpng 1.4.2 All All All

Application Libpng Libpng 1.4.3 All All All

Application Libpng Libpng 1.4.4 All All All

Application Libpng Libpng 1.4.5 All All All

Application Libpng Libpng 1.4.6 All All All

Application Libpng Libpng 1.4.7 All All All

Application Libpng Libpng 1.4.8 All All All
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Application Libpng Libpng 1.4.8 All All All

Application Libpng Libpng 1.4.9 All All All

Application Libpng Libpng 1.5.0 All All All

Application Libpng Libpng 1.5.1 All All All

Application Libpng Libpng 1.5.10 All All All

Application Libpng Libpng 1.5.11 All All All

Application Libpng Libpng 1.5.12 All All All

Application Libpng Libpng 1.5.13 All All All

Application Libpng Libpng 1.5.14 All All All

Application Libpng Libpng 1.5.15 All All All

Application Libpng Libpng 1.5.16 All All All

Application Libpng Libpng 1.5.17 All All All

Application Libpng Libpng 1.5.18 All All All

Application Libpng Libpng 1.5.19 All All All

Application Libpng Libpng 1.5.2 All All All

Application Libpng Libpng 1.5.20 All All All

Application Libpng Libpng 1.5.21 All All All

Application Libpng Libpng 1.5.22 All All All

Application Libpng Libpng 1.5.23 All All All

Application Libpng Libpng 1.5.24 All All All

Application Libpng Libpng 1.5.25 All All All

Application Libpng Libpng 1.5.26 All All All

Application Libpng Libpng 1.5.27 All All All

Application Libpng Libpng 1.5.3 All All All

Application Libpng Libpng 1.5.4 All All All

Application Libpng Libpng 1.5.5 All All All

Application Libpng Libpng 1.5.6 All All All

Application Libpng Libpng 1.5.7 All All All

Application Libpng Libpng 1.5.8 All All All

Application Libpng Libpng 1.5.9 All All All

Application Libpng Libpng 1.6.0 All All All

Application Libpng Libpng 1.6.1 All All All

Application Libpng Libpng 1.6.10 All All All

Application Libpng Libpng 1.6.11 All All All

Application Libpng Libpng 1.6.12 All All All

Application Libpng Libpng 1.6.13 All All All
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Application Libpng Libpng 1.6.14 All All All

Application Libpng Libpng 1.6.15 All All All

Application Libpng Libpng 1.6.16 All All All

Application Libpng Libpng 1.6.17 All All All

Application Libpng Libpng 1.6.18 All All All

Application Libpng Libpng 1.6.19 All All All

Application Libpng Libpng 1.6.2 All All All

Application Libpng Libpng 1.6.20 All All All

Application Libpng Libpng 1.6.21 All All All

Application Libpng Libpng 1.6.22 All All All

Application Libpng Libpng 1.6.23 All All All

Application Libpng Libpng 1.6.24 All All All

Application Libpng Libpng 1.6.25 All All All

Application Libpng Libpng 1.6.26 All All All

Application Libpng Libpng 1.6.3 All All All

Application Libpng Libpng 1.6.4 All All All

Application Libpng Libpng 1.6.5 All All All

Application Libpng Libpng 1.6.6 All All All

Application Libpng Libpng 1.6.7 All All All

Application Libpng Libpng 1.6.8 All All All

Application Libpng Libpng 1.6.9 All All All

Application Libpng Libpng 0.71 All All All

Application Libpng Libpng 0.8 All All All

Application Libpng Libpng 0.81 All All All

Application Libpng Libpng 0.82 All All All

Application Libpng Libpng 0.85 All All All

Application Libpng Libpng 0.86 All All All

Application Libpng Libpng 0.87 All All All

Application Libpng Libpng 0.88 All All All

Application Libpng Libpng 0.89 All All All

Application Libpng Libpng 0.89c All All All

Application Libpng Libpng 0.90 All All All

Application Libpng Libpng 0.95 All All All

Application Libpng Libpng 0.96 All All All

Application Libpng Libpng 0.97 All All All
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Application Libpng Libpng 0.98 All All All

Application Libpng Libpng 0.99 All All All

Application Libpng Libpng 0.99a All All All

Application Libpng Libpng 0.99b All All All

Application Libpng Libpng 0.99c All All All

Application Libpng Libpng 0.99d All All All

Application Libpng Libpng 0.99e All All All

Application Libpng Libpng 0.99f All All All

Application Libpng Libpng 0.99g All All All

Application Libpng Libpng 0.99h All All All

Application Libpng Libpng 1.0.0 All All All

Application Libpng Libpng 1.0.0a All All All

Application Libpng Libpng 1.0.0b All All All

Application Libpng Libpng 1.0.1 All All All

Application Libpng Libpng 1.0.10 All All All

Application Libpng Libpng 1.0.11 All All All

Application Libpng Libpng 1.0.12 All All All

Application Libpng Libpng 1.0.13 All All All

Application Libpng Libpng 1.0.14 All All All

Application Libpng Libpng 1.0.15 All All All

Application Libpng Libpng 1.0.16 All All All

Application Libpng Libpng 1.0.17 All All All

Application Libpng Libpng 1.0.18 All All All

Application Libpng Libpng 1.0.19 All All All

Application Libpng Libpng 1.0.1a All All All

Application Libpng Libpng 1.0.1b All All All

Application Libpng Libpng 1.0.1c All All All

Application Libpng Libpng 1.0.1d All All All

Application Libpng Libpng 1.0.1e All All All

Application Libpng Libpng 1.0.2 All All All

Application Libpng Libpng 1.0.20 All All All

Application Libpng Libpng 1.0.21 All All All

Application Libpng Libpng 1.0.22 All All All

Application Libpng Libpng 1.0.23 All All All

Application Libpng Libpng 1.0.24 All All All

Application Libpng Libpng 1.0.25 All All All
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Application Libpng Libpng 1.0.25 All All All

Application Libpng Libpng 1.0.26 All All All

Application Libpng Libpng 1.0.27 All All All

Application Libpng Libpng 1.0.28 All All All

Application Libpng Libpng 1.0.29 All All All

Application Libpng Libpng 1.0.2a All All All

Application Libpng Libpng 1.0.3 All All All

Application Libpng Libpng 1.0.30 All All All

Application Libpng Libpng 1.0.31 All All All

Application Libpng Libpng 1.0.32 All All All

Application Libpng Libpng 1.0.33 All All All

Application Libpng Libpng 1.0.34 All All All

Application Libpng Libpng 1.0.35 All All All

Application Libpng Libpng 1.0.37 All All All

Application Libpng Libpng 1.0.38 All All All

Application Libpng Libpng 1.0.39 All All All

Application Libpng Libpng 1.0.3a All All All

Application Libpng Libpng 1.0.3b All All All

Application Libpng Libpng 1.0.3d All All All

Application Libpng Libpng 1.0.4 All All All

Application Libpng Libpng 1.0.40 All All All

Application Libpng Libpng 1.0.41 All All All

Application Libpng Libpng 1.0.42 All All All

Application Libpng Libpng 1.0.43 All All All

Application Libpng Libpng 1.0.44 All All All

Application Libpng Libpng 1.0.45 All All All

Application Libpng Libpng 1.0.46 All All All

Application Libpng Libpng 1.0.47 All All All

Application Libpng Libpng 1.0.48 All All All

Application Libpng Libpng 1.0.4a All All All

Application Libpng Libpng 1.0.4b All All All

Application Libpng Libpng 1.0.4c All All All

Application Libpng Libpng 1.0.4d All All All

Application Libpng Libpng 1.0.4e All All All

Application Libpng Libpng 1.0.4f All All All

Application Libpng Libpng 1.0.5 All All All
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Application Libpng Libpng 1.0.50 All All All

Application Libpng Libpng 1.0.51 All All All

Application Libpng Libpng 1.0.52 All All All

Application Libpng Libpng 1.0.53 All All All

Application Libpng Libpng 1.0.54 All All All

Application Libpng Libpng 1.0.55 All All All

Application Libpng Libpng 1.0.56 All All All

Application Libpng Libpng 1.0.57 All All All

Application Libpng Libpng 1.0.58 All All All

Application Libpng Libpng 1.0.59 All All All

Application Libpng Libpng 1.0.5a All All All

Application Libpng Libpng 1.0.5b All All All

Application Libpng Libpng 1.0.5c All All All

Application Libpng Libpng 1.0.5d All All All

Application Libpng Libpng 1.0.5e All All All

Application Libpng Libpng 1.0.5f All All All

Application Libpng Libpng 1.0.5g All All All

Application Libpng Libpng 1.0.5h All All All

Application Libpng Libpng 1.0.5i All All All

Application Libpng Libpng 1.0.5j All All All

Application Libpng Libpng 1.0.5k All All All

Application Libpng Libpng 1.0.5l All All All

Application Libpng Libpng 1.0.5m All All All

Application Libpng Libpng 1.0.5n All All All

Application Libpng Libpng 1.0.5o All All All

Application Libpng Libpng 1.0.5p All All All

Application Libpng Libpng 1.0.5q All All All

Application Libpng Libpng 1.0.5r All All All

Application Libpng Libpng 1.0.5s All All All

Application Libpng Libpng 1.0.5t All All All

Application Libpng Libpng 1.0.5u All All All

Application Libpng Libpng 1.0.5v All All All

Application Libpng Libpng 1.0.6 All All All

Application Libpng Libpng 1.0.60 All All All

Application Libpng Libpng 1.0.61 All All All
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Application Libpng Libpng 1.0.62 All All All

Application Libpng Libpng 1.0.63 All All All

Application Libpng Libpng 1.0.64 All All All

Application Libpng Libpng 1.0.65 All All All

Application Libpng Libpng 1.0.66 All All All

Application Libpng Libpng 1.0.6d All All All

Application Libpng Libpng 1.0.6e All All All

Application Libpng Libpng 1.0.6f All All All

Application Libpng Libpng 1.0.6g All All All

Application Libpng Libpng 1.0.6h All All All

Application Libpng Libpng 1.0.6i All All All

Application Libpng Libpng 1.0.6j All All All

Application Libpng Libpng 1.0.7 All All All

Application Libpng Libpng 1.0.8 All All All

Application Libpng Libpng 1.0.9 All All All

Application Libpng Libpng 1.00 All All All

Application Libpng Libpng 1.2.0 All All All

Application Libpng Libpng 1.2.1 All All All

Application Libpng Libpng 1.2.10 All All All

Application Libpng Libpng 1.2.12 All All All

Application Libpng Libpng 1.2.13 All All All

Application Libpng Libpng 1.2.14 All All All

Application Libpng Libpng 1.2.16 All All All

Application Libpng Libpng 1.2.18 All All All

Application Libpng Libpng 1.2.20 All All All

Application Libpng Libpng 1.2.21 All All All

Application Libpng Libpng 1.2.22 All All All

Application Libpng Libpng 1.2.24 All All All

Application Libpng Libpng 1.2.25 All All All

Application Libpng Libpng 1.2.26 All All All

Application Libpng Libpng 1.2.27 All All All

Application Libpng Libpng 1.2.29 All All All

Application Libpng Libpng 1.2.3 All All All

Application Libpng Libpng 1.2.32 All All All

Application Libpng Libpng 1.2.33 All All All

Application Libpng Libpng 1.2.35 All All All
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Application Libpng Libpng 1.2.35 All All All

Application Libpng Libpng 1.2.37 All All All

Application Libpng Libpng 1.2.38 All All All

Application Libpng Libpng 1.2.39 All All All

Application Libpng Libpng 1.2.4 All All All

Application Libpng Libpng 1.2.41 All All All

Application Libpng Libpng 1.2.42 All All All

Application Libpng Libpng 1.2.44 All All All

Application Libpng Libpng 1.2.45 All All All

Application Libpng Libpng 1.2.46 All All All

Application Libpng Libpng 1.2.47 All All All

Application Libpng Libpng 1.2.50 All All All

Application Libpng Libpng 1.2.51 All All All

Application Libpng Libpng 1.2.52 All All All

Application Libpng Libpng 1.2.53 All All All

Application Libpng Libpng 1.2.54 All All All

Application Libpng Libpng 1.2.55 All All All

Application Libpng Libpng 1.2.56 All All All

Application Libpng Libpng 1.2.6 All All All

Application Libpng Libpng 1.2.8 All All All

Application Libpng Libpng 1.4.0 All All All

Application Libpng Libpng 1.4.1 All All All

Application Libpng Libpng 1.4.10 All All All

Application Libpng Libpng 1.4.11 All All All

Application Libpng Libpng 1.4.12 All All All

Application Libpng Libpng 1.4.13 All All All

Application Libpng Libpng 1.4.14 All All All

Application Libpng Libpng 1.4.15 All All All

Application Libpng Libpng 1.4.16 All All All

Application Libpng Libpng 1.4.17 All All All

Application Libpng Libpng 1.4.18 All All All

Application Libpng Libpng 1.4.19 All All All

Application Libpng Libpng 1.4.2 All All All

Application Libpng Libpng 1.4.3 All All All

Application Libpng Libpng 1.4.4 All All All

Application Libpng Libpng 1.4.5 All All All
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Application Libpng Libpng 1.4.6 All All All

Application Libpng Libpng 1.4.7 All All All

Application Libpng Libpng 1.4.8 All All All

Application Libpng Libpng 1.4.9 All All All

Application Libpng Libpng 1.5.0 All All All

Application Libpng Libpng 1.5.1 All All All

Application Libpng Libpng 1.5.10 All All All

Application Libpng Libpng 1.5.11 All All All

Application Libpng Libpng 1.5.12 All All All

Application Libpng Libpng 1.5.13 All All All

Application Libpng Libpng 1.5.14 All All All

Application Libpng Libpng 1.5.15 All All All

Application Libpng Libpng 1.5.16 All All All

Application Libpng Libpng 1.5.17 All All All

Application Libpng Libpng 1.5.18 All All All

Application Libpng Libpng 1.5.19 All All All

Application Libpng Libpng 1.5.2 All All All

Application Libpng Libpng 1.5.20 All All All

Application Libpng Libpng 1.5.21 All All All

Application Libpng Libpng 1.5.22 All All All

Application Libpng Libpng 1.5.23 All All All

Application Libpng Libpng 1.5.24 All All All

Application Libpng Libpng 1.5.25 All All All

Application Libpng Libpng 1.5.26 All All All

Application Libpng Libpng 1.5.27 All All All

Application Libpng Libpng 1.5.3 All All All

Application Libpng Libpng 1.5.4 All All All

Application Libpng Libpng 1.5.5 All All All

Application Libpng Libpng 1.5.6 All All All

Application Libpng Libpng 1.5.7 All All All

Application Libpng Libpng 1.5.8 All All All

Application Libpng Libpng 1.5.9 All All All

Application Libpng Libpng 1.6.0 All All All

Application Libpng Libpng 1.6.1 All All All

Application Libpng Libpng 1.6.10 All All All
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Application Libpng Libpng 1.6.11 All All All

Application Libpng Libpng 1.6.12 All All All

Application Libpng Libpng 1.6.13 All All All

Application Libpng Libpng 1.6.14 All All All

Application Libpng Libpng 1.6.15 All All All

Application Libpng Libpng 1.6.16 All All All

Application Libpng Libpng 1.6.17 All All All

Application Libpng Libpng 1.6.18 All All All

Application Libpng Libpng 1.6.19 All All All

Application Libpng Libpng 1.6.2 All All All

Application Libpng Libpng 1.6.20 All All All

Application Libpng Libpng 1.6.21 All All All

Application Libpng Libpng 1.6.22 All All All

Application Libpng Libpng 1.6.23 All All All

Application Libpng Libpng 1.6.24 All All All

Application Libpng Libpng 1.6.25 All All All

Application Libpng Libpng 1.6.26 All All All

Application Libpng Libpng 1.6.3 All All All

Application Libpng Libpng 1.6.4 All All All

Application Libpng Libpng 1.6.5 All All All

Application Libpng Libpng 1.6.6 All All All

Application Libpng Libpng 1.6.7 All All All

Application Libpng Libpng 1.6.8 All All All

Application Libpng Libpng 1.6.9 All All All

References

Reference

USN-3712-1: libpng vulnerabilities | Ubuntu security notices | Ubuntu

[bookkeeper-issues] 20210628 [GitHub] [bookkeeper] padma81 opened a new issue #2746: Security Vulnerabilities in CentOS 7 image, Upgrade image to CentOS 8

libpng: Remote execution of arbitrary code (GLSA 201701-74) — Gentoo security

USN-3712-2: libpng vulnerability | Ubuntu security notices

libpng NULL pointer Dereference 'png_set_text_2()' Function Remote Denial of Service Vulnerability

Pony Mail!

oss-security - libpng NULL pointer dereference bugfix

Pony Mail!

[bookkeeper-issues] 20210629 [GitHub] [bookkeeper] padma81 opened a new issue #2746: Security Vulnerabilities in CentOS 7 image, Upgrade image to CentOS 8
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oss-security - Re: libpng NULL pointer dereference bugfix

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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