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CVE CVE-2016-1010
State PUBLISHED
Assigner adobe

/ ]

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-03-12 15:59:25 UTC
Updated 2026-04-22 12:21:58 UTC
Description Integer overflow in Adobe Flash Player before 18.0.0.333 and 19.x through 21.x before 21.0.0.182 on Windows and OS X ¢
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Risk And Classification

Version Source

3.1 nvd@nist.gov

3.1 ADP

3.1 134c704f-9b21-4f2e-91b3-4a467353bccO
2.0 nvd@nist.gov

r

CVSS v3.1 Breakdown

\ttack Vector

\ttack Complexity
>rivileges Required

Jser Interaction

3cope

CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

Type
Primary
DECLARED
Secondary

Primary

Primary CVSS: v3.1 8.8 HIGH from nvd@nist.gov

EPSS: 0.127040000 probability, percentile 0.940190000 (date 2026-04-22)
CISA KEV: Listed on 2022-05-25; due 2022-06-15; ransomware use Unknown
Problem Types: CWE-190 | n/a | CWE-190 CWE-190 Integer Overflow or Wraparound

Score Severity Vector

8.8

8.8

8.8

9.3

HIGH

HIGH

HIGH

CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

AV:N/AC:M/Au:N/C:C/I:.C/A:C
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https://cve.report/
https://cve.report/CVE-2016-1010/mitre
https://cve.report/CVE-2016-1010/nist
https://cve.report/CVE-2016-1010/cve_org
https://cve.report/api/cve/CVE-2016-1010.json
https://cve.report/CVE-2016-1010.pdf
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CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

\uthentication

Sonfidentiality

Complete

ntegrity

Complete

\vailability

Complete

AV:N/AC:M/Au:N/C:C/I:C/A:C
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CISA Known Exploited Vulnerability

Vendor Adobe

Product Flash Player and AIR

Name Adobe Flash Player and AIR Integer Overflow Vulnerability

Required Action The impacted products are end-of-life and should be disconnected if still in use.
Notes https://nvd.nist.gov/vuln/detail/CVE-2016-1010

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Adobe Air All All All All
Application Adobe Air Sdk All All All All
Application Adobe Flash Player All All All All
Operating System Apple Iphone Os - All All All
Operating System Apple Mac Os X - All All All
Operating System Google Android - All All All



http://cve.report/vendor/adobe
http://cve.report/software/adobe/air
http://cve.report/vendor/adobe
http://cve.report/software/adobe/air_sdk
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/apple
http://cve.report/software/apple/iphone_os
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/google
http://cve.report/software/google/android

Operating System Google Chrome Os - All All All
Operating System Linux Linux Kernel - All All All
Operating System Microsoft Windows - All All All
Operating System Samsung X14j Firmware t-ms14jakucb-1102.5 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source

Adobe Flash Player: Multiple vulnerabilities (GLSA 201603-07) — Gentoo Security af854a3a-2127-422b-91ae-364da266110¢
[security-announce] openSUSE-SU-2016:0734-1: important: Security update af854a8a-2127-422b-91ae-364da266110¢

Adobe Flash Player and AIR APSB16-08 Multiple Unspecified Integer Overflow Vulnerabilities af854a3a-2127-422b-91ae-364da266110¢

[security-announce] SUSE-SU-2016:0716-1: important: Security update for af854a8a-2127-422b-91ae-364da266110¢
[security-announce] SUSE-SU-2016:0715-1: important: Security update for af854a3a-2127-422b-91ae-364da266110¢
www.cisa.gov/known-exploited-vulnerabilities-catalog 134¢704f-9b21-4f2e-91b3-4a467353bccO

Adobe Flash Player Multiple Flaws Lets Remote Users Execute Arbitrary Code - SecurityTracker —af854a3a-2127-422b-91ae-364da266110¢

Adobe Security Bulletin af854a3a-2127-422b-91ae-364da266110¢
[security-announce] openSUSE-SU-2016:0719-1: important: Security update af854a3a-2127-422b-91ae-364da266110¢
CVE Program record CVE.ORG

NVD vulnerability detail NVD

CISA Known Exploited Vulnerabilities catalog CISA
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No vendor comments have been submitted for this CVE.

Additional Advisory Data

Source Time Event

ADP 2022-05-25T00:00:00.000Z CVE-2016-1010 added to CISA KEV

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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