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hitek.jar in Hitek Software's Automize uses weak encryption when encrypting SSH/SFTP and Encryption profile passwords.
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Risk And Classification

Problem Types: CWE-326

NVD Known Affected Configurations (CPE 2.3)
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Application
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Application
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Application
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Vendor Product Version Update Edition Language
Hiteksoftware Automize 10.00 All All All
Hiteksoftware Automize 10.01 All All All
Hiteksoftware Automize 10.02 All All All
Hiteksoftware Automize 10.03 All All All
Hiteksoftware Automize 10.04 All All All
Hiteksoftware Automize 10.05 All All All
Hiteksoftware Automize 10.06 All All All
Hiteksoftware Automize 10.07 All All All
Hiteksoftware Automize 10.08 All All All
Hiteksoftware Automize 10.09 All All All
Hiteksoftware Automize 10.11 All All All
Hiteksoftware Automize 10.12 All All All
Hiteksoftware Automize 10.13 All All All
Hiteksoftware Automize 10.14 All All All
Hiteksoftware Automize 10.15 All All All
Hiteksoftware Automize 10.16 All All All
Hiteksoftware Automize 10.17 All All All


https://cve.report/
https://cve.report/CVE-2016-10102/mitre
https://cve.report/CVE-2016-10102/nist
https://cve.report/CVE-2016-10102/cve_org
https://cve.report/api/cve/CVE-2016-10102.json
https://cve.report/CVE-2016-10102.pdf
http://cve.report/vendor/hiteksoftware
http://cve.report/software/hiteksoftware/automize
http://cve.report/vendor/hiteksoftware
http://cve.report/software/hiteksoftware/automize
http://cve.report/vendor/hiteksoftware
http://cve.report/software/hiteksoftware/automize
http://cve.report/vendor/hiteksoftware
http://cve.report/software/hiteksoftware/automize
http://cve.report/vendor/hiteksoftware
http://cve.report/software/hiteksoftware/automize
http://cve.report/vendor/hiteksoftware
http://cve.report/software/hiteksoftware/automize
http://cve.report/vendor/hiteksoftware
http://cve.report/software/hiteksoftware/automize
http://cve.report/vendor/hiteksoftware
http://cve.report/software/hiteksoftware/automize
http://cve.report/vendor/hiteksoftware
http://cve.report/software/hiteksoftware/automize
http://cve.report/vendor/hiteksoftware
http://cve.report/software/hiteksoftware/automize
http://cve.report/vendor/hiteksoftware
http://cve.report/software/hiteksoftware/automize
http://cve.report/vendor/hiteksoftware
http://cve.report/software/hiteksoftware/automize
http://cve.report/vendor/hiteksoftware
http://cve.report/software/hiteksoftware/automize
http://cve.report/vendor/hiteksoftware
http://cve.report/software/hiteksoftware/automize
http://cve.report/vendor/hiteksoftware
http://cve.report/software/hiteksoftware/automize
http://cve.report/vendor/hiteksoftware
http://cve.report/software/hiteksoftware/automize
http://cve.report/vendor/hiteksoftware
http://cve.report/software/hiteksoftware/automize

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Hiteksoftware

Hiteksoftware

Hiteksoftware

Hiteksoftware

Hiteksoftware

Hiteksoftware

Hiteksoftware

Hiteksoftware

Hiteksoftware

Hiteksoftware

Hiteksoftware

Hiteksoftware

Hiteksoftware

Hiteksoftware

Hiteksoftware

Hiteksoftware

Hiteksoftware

Hiteksoftware

Hiteksoftware

Hiteksoftware

Hiteksoftware

Hiteksoftware

Hiteksoftware

Hiteksoftware

Hiteksoftware

Hiteksoftware

Hiteksoftware

Hiteksoftware

Hiteksoftware

Hiteksoftware

Hiteksoftware

Hiteksoftware

Hiteksoftware

Hiteksoftware

Hiteksoftware

Automize

Automize

Automize

Automize

Automize

Automize

Automize

Automize

Automize

Automize

Automize

Automize

Automize

Automize

Automize

Automize

Automize

Automize

Automize

Automize

Automize

Automize

Automize

Automize

Automize

Automize

Automize

Automize

Automize

Automize

Automize

Automize

Automize

Automize

Automize

10.18

10.19

10.20

10.21

10.22

10.23

10.24

10.25

11.00

11.01

11.02

11.03

11.04

11.05

11.06

11.07

11.08

11.09

11.11

11.12

11.13

11.14

10.00

10.01

10.02

10.03

10.04

10.05

10.06

10.07

10.08

10.09

10.11

10.12

10.13

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/hiteksoftware
http://cve.report/software/hiteksoftware/automize
http://cve.report/vendor/hiteksoftware
http://cve.report/software/hiteksoftware/automize
http://cve.report/vendor/hiteksoftware
http://cve.report/software/hiteksoftware/automize
http://cve.report/vendor/hiteksoftware
http://cve.report/software/hiteksoftware/automize
http://cve.report/vendor/hiteksoftware
http://cve.report/software/hiteksoftware/automize
http://cve.report/vendor/hiteksoftware
http://cve.report/software/hiteksoftware/automize
http://cve.report/vendor/hiteksoftware
http://cve.report/software/hiteksoftware/automize
http://cve.report/vendor/hiteksoftware
http://cve.report/software/hiteksoftware/automize
http://cve.report/vendor/hiteksoftware
http://cve.report/software/hiteksoftware/automize
http://cve.report/vendor/hiteksoftware
http://cve.report/software/hiteksoftware/automize
http://cve.report/vendor/hiteksoftware
http://cve.report/software/hiteksoftware/automize
http://cve.report/vendor/hiteksoftware
http://cve.report/software/hiteksoftware/automize
http://cve.report/vendor/hiteksoftware
http://cve.report/software/hiteksoftware/automize
http://cve.report/vendor/hiteksoftware
http://cve.report/software/hiteksoftware/automize
http://cve.report/vendor/hiteksoftware
http://cve.report/software/hiteksoftware/automize
http://cve.report/vendor/hiteksoftware
http://cve.report/software/hiteksoftware/automize
http://cve.report/vendor/hiteksoftware
http://cve.report/software/hiteksoftware/automize
http://cve.report/vendor/hiteksoftware
http://cve.report/software/hiteksoftware/automize
http://cve.report/vendor/hiteksoftware
http://cve.report/software/hiteksoftware/automize
http://cve.report/vendor/hiteksoftware
http://cve.report/software/hiteksoftware/automize
http://cve.report/vendor/hiteksoftware
http://cve.report/software/hiteksoftware/automize
http://cve.report/vendor/hiteksoftware
http://cve.report/software/hiteksoftware/automize
http://cve.report/vendor/hiteksoftware
http://cve.report/software/hiteksoftware/automize
http://cve.report/vendor/hiteksoftware
http://cve.report/software/hiteksoftware/automize
http://cve.report/vendor/hiteksoftware
http://cve.report/software/hiteksoftware/automize
http://cve.report/vendor/hiteksoftware
http://cve.report/software/hiteksoftware/automize
http://cve.report/vendor/hiteksoftware
http://cve.report/software/hiteksoftware/automize
http://cve.report/vendor/hiteksoftware
http://cve.report/software/hiteksoftware/automize
http://cve.report/vendor/hiteksoftware
http://cve.report/software/hiteksoftware/automize
http://cve.report/vendor/hiteksoftware
http://cve.report/software/hiteksoftware/automize
http://cve.report/vendor/hiteksoftware
http://cve.report/software/hiteksoftware/automize
http://cve.report/vendor/hiteksoftware
http://cve.report/software/hiteksoftware/automize
http://cve.report/vendor/hiteksoftware
http://cve.report/software/hiteksoftware/automize
http://cve.report/vendor/hiteksoftware
http://cve.report/software/hiteksoftware/automize
http://cve.report/vendor/hiteksoftware
http://cve.report/software/hiteksoftware/automize

Application Hiteksoftware Automize 10.14 All All All
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Application Hiteksoftware Automize 10.16 All All All
Application Hiteksoftware Automize 10.17 All All All
Application Hiteksoftware Automize 10.18 All All All
Application Hiteksoftware Automize 10.19 All All All
Application Hiteksoftware Automize 10.20 All All All
Application Hiteksoftware Automize 10.21 All All All
Application Hiteksoftware Automize 10.22 All All All
Application Hiteksoftware Automize 10.23 All All All
Application Hiteksoftware Automize 10.24 All All All
Application Hiteksoftware Automize 10.25 All All All
Application Hiteksoftware Automize 11.00 All All All
Application Hiteksoftware Automize 11.01 All All All
Application Hiteksoftware Automize 11.02 All All All
Application Hiteksoftware Automize 11.03 All All All
Application Hiteksoftware Automize 11.04 All All All
Application Hiteksoftware Automize 11.05 All All All
Application Hiteksoftware Automize 11.06 All All All
Application Hiteksoftware Automize 11.07 All All All
Application Hiteksoftware Automize 11.08 All All All
Application Hiteksoftware Automize 11.09 All All All
Application Hiteksoftware Automize 11.11 All All All
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Application Hiteksoftware Automize 11.13 All All All
Application Hiteksoftware Automize 11.14 All All All
Reference Source Link Tags
Hitek Software Automize CVE-2016-10102 Information Disclosure Vulnerability BID www.securityfocus.com

Pwning Automize Password Encryption - rastamouse.me MISC rastamouse.me Third Party Advisory
CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
(| ]

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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