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Summary

CVE CVE-2016-10108

State PUBLISHED

Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-01-03 06:59:00 UTC

Updated 2026-05-06 22:30:45 UTC

Description Unauthenticated Remote Command injection as root occurs in the Western Digital MyCloud NAS 2.11.142 /web/google_analytics.php URL via a modified arg parameter in the POST data.

Risk And Classification

Primary CVSS: v3.0 9.8 CRITICAL from nvd@nist.gov

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

EPSS: 0.921700000 probability, percentile 0.997200000 (date 2026-05-11)

Problem Types: CWE-77 | n/a

Version Source Type Score Severity Vector

3.0 nvd@nist.gov Primary 9.8 CRITICAL CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

2.0 nvd@nist.gov Primary 10 AV:N/AC:L/Au:N/C:C/I:C/A:C

CVSS v3.0 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

None

User Interaction

None

Scope

Unchanged

Confidentiality

High

Integrity

High

https://cve.report/
https://cve.report/CVE-2016-10108/mitre
https://cve.report/CVE-2016-10108/nist
https://cve.report/CVE-2016-10108/cve_org
https://cve.report/api/cve/CVE-2016-10108.json
https://cve.report/CVE-2016-10108.pdf


CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

CVSS v2.0 Breakdown

AV:N/AC:L/Au:N/C:C/I:C/A:C

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Western Digital Mycloud Nas 2.11.142 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference Source

Western Digital MyCloud Unauthenticated Command Injection ≈ Packet Storm af854a3a-2127-422b-91ae-364da2661108

Command Injection vulnerability in Western Digital MyCloud NAS – Steven Campbell – Security Analyst, OSCP, OSWP af854a3a-2127-422b-91ae-364da2661108

Western Digital MyCloud NAS CVE-2016-10108 Remote Command Injection Vulnerability af854a3a-2127-422b-91ae-364da2661108

CVE Program record CVE.ORG

NVD vulnerability detail NVD

Vendor Comments And Credit

Organization Published Contributor Statement

Western Digital 2017-01-09 Western Digital This was resolved via My Cloud product firmware update 2.11.157 for the My Cloud EX2, EX4, and Mirror (Gen 1) models, and My Cloud product firmware update 2.21.126 for all other affected My Cloud models (My Cloud, PR 4100, PR2100, DL4100, DL2100, EX4100, EX2100, EX2 Ultra models). The firmware updates were made available December 20, 2016. The product firmware updates are available through the Update Firmware option on the My Cloud device itself or from the specific My Cloud product model’s support page at: http://support.wdc.com/downloads.aspx?g=904&lang=en#downloads .

High

Availability

High

Access Vector

Network

Access Complexity

Low

Authentication

None

Confidentiality

Complete

Integrity

Complete

Availability

Complete

http://cve.report/vendor/western_digital
http://cve.report/software/western_digital/mycloud_nas
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://packetstormsecurity.com/files/173802/Western-Digital-MyCloud-Unauthenticated-Command-Injection.html
https://www.stevencampbell.info/2016/12/command-injection-in-western-digital-mycloud-nas/
http://www.securityfocus.com/bid/95200
https://www.cve.org/CVERecord?id=CVE-2016-10108
https://nvd.nist.gov/vuln/detail/CVE-2016-10108


Western Digital 2017-01-09 Western Digital This was resolved via My Cloud product firmware update 2.11.157 for the My Cloud EX2, EX4, and Mirror (Gen 1) models, and My Cloud product firmware update 2.21.126 for all other affected My Cloud models (My Cloud, PR 4100, PR2100, DL4100, DL2100, EX4100, EX2100, EX2 Ultra models). The firmware updates were made available December 20, 2016. The product firmware updates are available through the Update Firmware option on the My Cloud device itself or from the specific My Cloud product model’s support page at: http://support.wdc.com/downloads.aspx?g=904&lang=en#downloads .

There are currently no legacy QID mappings associated with this CVE.
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