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CVE CVE-2016-10109
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-02-23 20:59:00 UTC
Updated 2023-11-07 02:29:00 UTC
Description Use-after-free vulnerability in pcsc-lite before 1.8.20 allows a remote attackers to cause denial of service (crash) via a comr

/ |

1|

Risk And Classification

Problem Types: CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Canonical Ubuntu Linux 16.10 All All All
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Canonical Ubuntu Linux 16.10 All All All
Application Muscle Pcsc-lite All All All All
References
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SCardReleaseContext: prevent use-after-free of cardsList (697fe059) - Commits - Ludovic Rousseau / PCSC - GitLab
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[bookkeeper-issues] 20210629 [GitHub] [bookkeeper] padma81 opened a new issue #2746: Security Vulnerabilities in CentOS 7 image, Upgr:
PCSC-Lite CVE-2016-10109 Use After Free Local Denial of Service Vulnerability

[Pcsclite-muscle] New pcsc-lite 1.8.20

PCSC-Lite: Multiple vulnerabilities (GLSA 201702-01) — Gentoo Security

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

710383 Gentoo Linux PCSC-Lite Multiple Vulnerabilities (GLSA 201702-01)
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