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Summary

CVE CVE-2016-10140

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-01-13 09:59:00 UTC

Updated 2017-03-16 01:59:00 UTC

Description Information disclosure and authentication bypass vulnerability exists in the Apache HTTP Server configuration bundled with ZoneMinder v1.30 and v1.29, which allows a remote unauthenticated attacker to browse all directories in the web root, e.g., a remote unauthenticated attacker can view all CCTV images on the server via the /events URI.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Zoneminder Zoneminder 1.30.0 All All All

Application Zoneminder Zoneminder 1.30.0 All All All

References

Reference Source Link

ZoneMinder CVE-2016-10140 Information Disclosure Vulnerability BID www.securityfocus.com

Merge pull request #1697 from connortechnology/apache_indexes · ZoneMinder/zoneminder@71898df · GitHub CONFIRM github.com

Bugtraq: ZoneMinder - multiple vulnerabilities MISC seclists.org

Full Disclosure: ZoneMinder - multiple vulnerabilities MISC seclists.org

Apache indexes by connortechnology · Pull Request #1697 · ZoneMinder/ZoneMinder · GitHub CONFIRM github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

501340 Alpine Linux Security Update for zoneminder
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