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Summary

CVE CVE-2016-10159

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-01-24 21:59:00 UTC

Updated 2022-08-29 20:43:00 UTC

Description Integer overflow in the phar_parse_pharfile function in ext/phar/phar.c in PHP before 5.6.30 and 7.0.x before 7.0.15 allows remote attackers to cause a denial of service (memory consumption or application crash) via a truncated manifest entry in a PHAR archive.

Risk And Classification

Problem Types: CWE-190

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 8.0 All All All

Application Php Php All All All All

Application Php Php 7.0.0 All All All

Application Php Php 7.0.1 All All All

Application Php Php 7.0.10 All All All

Application Php Php 7.0.11 All All All

Application Php Php 7.0.12 All All All

Application Php Php 7.0.13 All All All

Application Php Php 7.0.14 All All All

Application Php Php 7.0.2 All All All

Application Php Php 7.0.3 All All All

Application Php Php 7.0.4 All All All

Application Php Php 7.0.5 All All All

Application Php Php 7.0.6 All All All

Application Php Php 7.0.7 All All All

Application Php Php 7.0.8 All All All

Application Php Php 7.0.9 All All All
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Application Php Php 7.0.9 All All All

Application Php Php 7.1.0 - All All

Application Php Php 7.0.0 All All All

Application Php Php 7.0.1 All All All

Application Php Php 7.0.10 All All All

Application Php Php 7.0.11 All All All

Application Php Php 7.0.12 All All All

Application Php Php 7.0.13 All All All

Application Php Php 7.0.14 All All All

Application Php Php 7.0.2 All All All

Application Php Php 7.0.3 All All All

Application Php Php 7.0.4 All All All

Application Php Php 7.0.5 All All All

Application Php Php 7.0.6 All All All

Application Php Php 7.0.7 All All All

Application Php Php 7.0.8 All All All

Application Php Php 7.0.9 All All All

Application Php Php All All All All
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PHP: PHP 5 ChangeLog

September 2017 PHP Vulnerabilities in NetApp Products | NetApp Product Security

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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