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CVE CVE-2016-10166
State PUBLIC
Assigner security@debian.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-03-15 15:59:00 UTC
Updated 2017-11-04 01:29:00 UTC
Description Integer underflow in the _gdContributionsAlloc function in gd_interpolation.c in the GD Graphics Library (aka libgd) before 2

/ |

1|

Risk And Classification

Problem Types: CWE-191

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Libgd Libgd Al Al Al Al
Reference

Red Hat Customer Portal

Debian -- Security Information -- DSA-3777-1 libgd2

oss-security - CVE Requests: libgd: potential unsigned onderflow, denial-of-service in gdimageCreateFromGd2Ctx and signed overflow in gd_
LibGD 2.2.4 release

libgd Multiple Security Vulnerabilities

oss-security - Re: CVE Requests: libgd: potential unsigned onderflow, denial-of-service in gdlmageCreateFromGd2Ctx and signed overflow in
Fix potential unsigned underflow - libgd/libgd@60bfb40 - GitHub

Red Hat Customer Portal

CVE Program record

NVD vulnerability detail

1]

Wﬂ

No vendor comments have been submitted for this CVE.
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https://cve.report/CVE-2016-10166/mitre
https://cve.report/CVE-2016-10166/nist
https://cve.report/CVE-2016-10166/cve_org
https://cve.report/CVE-2016-10166.pdf
http://cve.report/vendor/libgd
http://cve.report/software/libgd/libgd
https://access.redhat.com/errata/RHSA-2019:3299
http://www.debian.org/security/2017/dsa-3777
http://www.openwall.com/lists/oss-security/2017/01/26/1
http://libgd.github.io/release-2.2.4.html
http://www.securityfocus.com/bid/95869
http://www.openwall.com/lists/oss-security/2017/01/28/6
https://github.com/libgd/libgd/commit/60bfb401ad5a4a8ae995dcd36372fe15c71e1a35
https://access.redhat.com/errata/RHSA-2019:2519
https://www.cve.org/CVERecord?id=CVE-2016-10166
https://nvd.nist.gov/vuln/detail/CVE-2016-10166

Legacy QID Mappings

296079 Oracle Solaris 11.4 Support Repository Update (SRU) 15.5.0 Missing (CPUOCT2019)
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