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Summary

CVE CVE-2016-10168

State PUBLIC

Assigner security@debian.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-03-15 15:59:00 UTC

Updated 2018-05-04 01:29:00 UTC

Description Integer overflow in gd_io.c in the GD Graphics Library (aka libgd) before 2.2.4 allows remote attackers to have unspecified impact via vectors involving the number of horizontal and vertical chunks in an image.

Risk And Classification

Problem Types: CWE-190

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Libgd Libgd All All All All

References

Reference

Signed Integer Overflow gd_gd2.c · Issue #354 · libgd/libgd · GitHub

Debian -- Security Information -- DSA-3777-1 libgd2

oss-security - CVE Requests: libgd: potential unsigned onderflow, denial-of-service in gdImageCreateFromGd2Ctx and signed overflow in gd_io.c

LibGD 2.2.4 release

libgd Multiple Security Vulnerabilities

Red Hat Customer Portal

Red Hat Customer Portal

PHP Multiple Flaws Let Remote and Local Users Obtain Potentially Sensitive Information, Deny Service, and Execute Arbitrary Code - SecurityTracker

Fix #354: Signed Integer Overflow gd_io.c · libgd/libgd@69d2fd2 · GitHub

oss-security - Re: CVE Requests: libgd: potential unsigned onderflow, denial-of-service in gdImageCreateFromGd2Ctx and signed overflow in gd_io.c

CVE Program record

NVD vulnerability detail

https://cve.report/
https://cve.report/CVE-2016-10168/mitre
https://cve.report/CVE-2016-10168/nist
https://cve.report/CVE-2016-10168/cve_org
https://cve.report/CVE-2016-10168.pdf
http://cve.report/vendor/libgd
http://cve.report/software/libgd/libgd
https://github.com/libgd/libgd/issues/354
http://www.debian.org/security/2017/dsa-3777
http://www.openwall.com/lists/oss-security/2017/01/26/1
http://libgd.github.io/release-2.2.4.html
http://www.securityfocus.com/bid/95869
https://access.redhat.com/errata/RHSA-2017:3221
https://access.redhat.com/errata/RHSA-2018:1296
http://www.securitytracker.com/id/1037659
https://github.com/libgd/libgd/commit/69d2fd2c597ffc0c217de1238b9bf4d4bceba8e6
http://www.openwall.com/lists/oss-security/2017/01/28/6
https://www.cve.org/CVERecord?id=CVE-2016-10168
https://nvd.nist.gov/vuln/detail/CVE-2016-10168


No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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378159 Virtuozzo Linux Security Update for php (VZLSA-2017:3221)
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