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CVE CVE-2016-10171
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-03-14 14:59:00 UTC
Updated 2017-03-14 16:07:00 UTC
Description The unreorder_channels function in cli/wvunpack.c in Wavpack before 5.1.0 allows remote attackers to cause a denial of se

/ |

1|

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Wavpack Project Wavpack All All All All

Reference Source Link
fixes for 4 fuzz failures posted to SourceForge mailing list - dbry/WavPack@4bc05fc - GitHub CONFIRM  github.
wavpack Multiple Out of Bounds Reads Local Denial of Service Vulnerabilities BID WWW.S
WavPack Lossless Audio Compressor / [WavPack-devel] heap out of bounds read in unreorder_channels / wvunpack.c MISC source
oss-security - Re: wavpack: multiple out of bounds memory reads MLIST WWW.0
CVE Program record CVE.ORG www.c
NVD vulnerability detail NVD nvd.nis
4

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

501272 Alpine Linux Security Update for wavpack


https://cve.report/
https://cve.report/CVE-2016-10171/mitre
https://cve.report/CVE-2016-10171/nist
https://cve.report/CVE-2016-10171/cve_org
https://cve.report/api/cve/CVE-2016-10171.json
https://cve.report/CVE-2016-10171.pdf
http://cve.report/vendor/wavpack_project
http://cve.report/software/wavpack_project/wavpack
https://github.com/dbry/WavPack/commit/4bc05fc490b66ef2d45b1de26abf1455b486b0dc
http://www.securityfocus.com/bid/95883
https://sourceforge.net/p/wavpack/mailman/message/35561939/
http://www.openwall.com/lists/oss-security/2017/01/28/9
https://www.cve.org/CVERecord?id=CVE-2016-10171
https://nvd.nist.gov/vuln/detail/CVE-2016-10171
http://cve.report/qid/501272
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