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CVE CVE-2016-10227
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-02-21 07:59:00 UTC
Updated 2017-03-29 01:59:00 UTC
Description Zyxel USG50 Security Appliance and NWA3560-N Access Point allow remote attackers to cause a denial of service (CPU ¢
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Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Zyxel Nwa3560-n - All All All

Hardware Zyxel Nwa3560-n - All All All

Operating System Zyxel Nwa3560-n Firmware - All All All

Operating System Zyxel Nwa3560-n Firmware - All All All

Hardware Zyxel Usg50 - All All All

Hardware Zyxel Usg50 - All All All

Operating System Zyxel Usg50 Firmware - All All All

Operating System Zyxel Usg50 Firmware - All All All

Reference Source Link Tags

CXSecurity - IDS MISC cxsecurity.com Exploit, Third Party
Multiple Zyxel Products CVE-2016-10227 Remote Denial of Service Vulnerability BID www.securityfocus.com

Zyxel advisory for the BlackNurse attack MISC www.zyxel.com Patch, Vendor Adv
CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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https://cve.report/
https://cve.report/CVE-2016-10227/mitre
https://cve.report/CVE-2016-10227/nist
https://cve.report/CVE-2016-10227/cve_org
https://cve.report/CVE-2016-10227.pdf
http://cve.report/vendor/zyxel
http://cve.report/software/zyxel/nwa3560-n
http://cve.report/vendor/zyxel
http://cve.report/software/zyxel/nwa3560-n
http://cve.report/vendor/zyxel
http://cve.report/software/zyxel/nwa3560-n_firmware
http://cve.report/vendor/zyxel
http://cve.report/software/zyxel/nwa3560-n_firmware
http://cve.report/vendor/zyxel
http://cve.report/software/zyxel/usg50
http://cve.report/vendor/zyxel
http://cve.report/software/zyxel/usg50
http://cve.report/vendor/zyxel
http://cve.report/software/zyxel/usg50_firmware
http://cve.report/vendor/zyxel
http://cve.report/software/zyxel/usg50_firmware
https://cxsecurity.com/issue/WLB-2017020177
http://www.securityfocus.com/bid/97105
http://www.zyxel.com/support/announcement_blacknurse_attack.shtml
https://www.cve.org/CVERecord?id=CVE-2016-10227
https://nvd.nist.gov/vuln/detail/CVE-2016-10227

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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