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CVE-2016-10259

MITRE NVD CVE.ORG Print: PDF %5

CVE-2016-10259

PUBLIC

secure@symantec.com

CVE Program / NVD first with legacy fallback
2017-04-11 14:59:00 UTC

2018-02-24 02:29:00 UTC

Symantec SSL Visibility (SSLV) 3.8.4FC, 3.9, 3.10 before 3.10.4.1, and 3.11 before 3.11.3.1 is susceptible to a denial-of-se
| i

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
Hardware
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Hardware

Vendor Product Version Update Edition Language
Bluecoat Ssl Visibility Appliance Sv1800 - All All All
Bluecoat Ssl Visibility Appliance Sv1800 - All All All
Bluecoat Ssl Visibility Appliance Sv1800 Firmware 3.10 All All All
Bluecoat Ssl Visibility Appliance Sv1800 Firmware 3.1 All All All
Bluecoat Ssl Visibility Appliance Sv1800 Firmware 3.11.1.1 All All All
Bluecoat Ssl Visibility Appliance Sv1800 Firmware 3.11.1.2 All All All
Bluecoat Ssl Visibility Appliance Sv1800 Firmware 3.11.2.1 All All All
Bluecoat Ssl Visibility Appliance Sv1800 Firmware 3.8.4 All All All
Bluecoat Ssl Visibility Appliance Sv1800 Firmware 3.9 All All All
Bluecoat Ssl Visibility Appliance Sv1800 Firmware 3.10 All All All
Bluecoat Ssl Visibility Appliance Sv1800 Firmware 3.1 All All All
Bluecoat Ssl Visibility Appliance Sv1800 Firmware 3.11.1.1 All All All
Bluecoat Ssl Visibility Appliance Sv1800 Firmware 3.11.1.2 All All All
Bluecoat Ssl Visibility Appliance Sv1800 Firmware 3.11.2.1 All All All
Bluecoat Ssl Visibility Appliance Sv1800 Firmware 3.8.4 All All All
Bluecoat Ssl Visibility Appliance Sv1800 Firmware 3.9 All All All

Bluecoat Ssl Visibility Appliance Sv2800 - All All All
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Hardware

Operating System
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Operating System
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Ssl Visibility Appliance Sv2800

Ssl Visibility Appliance Sv2800 Firmware
Ssl Visibility Appliance Sv2800 Firmware
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Operating System Bluecoat Ssl Visibility Appliance Sv800 Firmware 3.11.1.1 All All All

Operating System Bluecoat Ssl Visibility Appliance Sv800 Firmware 3.11.1.2 All All All

Operating System Bluecoat Ssl Visibility Appliance Sv800 Firmware 3.11.2.1 All All All

Operating System Bluecoat Ssl Visibility Appliance Sv800 Firmware 3.84 All All All

Operating System Bluecoat Ssl Visibility Appliance Sv800 Firmware 3.9 All All All

Operating System Bluecoat Ssl Visibility Appliance Sv800 Firmware 3.10 All All All

Operating System Bluecoat Ssl Visibility Appliance Sv800 Firmware 3.11 All All All

Operating System Bluecoat Ssl Visibility Appliance Sv800 Firmware 3.11.1.1 All All All

Operating System Bluecoat Ssl Visibility Appliance Sv800 Firmware 3.11.1.2 All All All

Operating System Bluecoat Ssl Visibility Appliance Sv800 Firmware 3.11.2.1 All All All

Operating System Bluecoat Ssl Visibility Appliance Sv800 Firmware 3.8.4 All All All

Operating System Bluecoat Ssl Visibility Appliance Sv800 Firmware 3.9 All All All
Reference Source Link Tags

SA142 : Invalid TCP Packet Generation DoS in SSL Visibility | Symantec CONFIRM  www.symantec.com

Bluecoat SSL Visibility CVE-2016-10259 Denial of Service Vulnerability ~ BID www.securityfocus.com  Third Party Advisory, VDB
Security Advisory CONFIRM  bto.bluecoat.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

l |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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