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CVE CVE-2016-10266
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-03-24 19:59:00 UTC
Updated 2025-04-20 01:37:25 UTC
Description LibTIFF 4.0.7 allows remote attackers to cause a denial of service (divide-by-zero error and application crash) via a crafted

Risk And Classification

Version Source Type
3.0 nvd@nist.gov Primary
2.0 nvd@nist.gov Primary

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:H

Problem Types: CWE-369 | n/a

Score Severity
55 MEDIUM

4.3

Primary CVSS: v3.0 5.5 MEDIUM from nvd@nist.gov

Vector

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:H

AV:N/AC:M/Au:N/C:N/I:N/A:P

CVSS v3.0 Breakdown
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https://cve.report/
https://cve.report/CVE-2016-10266/mitre
https://cve.report/CVE-2016-10266/nist
https://cve.report/CVE-2016-10266/cve_org
https://cve.report/api/cve/CVE-2016-10266.json
https://cve.report/CVE-2016-10266.pdf

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:H
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CVSS v2.0 Breakdown
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AV:N/AC:M/Au:N/C:N/I:N/A:P
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Libtiff Libtiff 4.0.7 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source Link

* libtiff/tif_read.c, libtiff/tiffiop.h: fix uint32 overflow in - vadz/libtiff@438274f - GitHub  af854a3a-2127-422b-91ae-364da2661108 github.com
Debian -- Security Information -- DSA-3844-1 tiff af854a3a-2127-422b-91ae-364da2661108 www.debie
USN-3602-1: LibTIFF vulnerabilities | Ubuntu security notices af854a3a-2127-422b-91ae-364da2661108  usn.ubuntt
libtiff: multiple divide-by-zero | agostino's blog af854a83a-2127-422b-91ae-364da2661108 blogs.gent
LibTIFF 'libtiff/tif_read.c' Divide By Zero Denial of Service Vulnerability af854a3a-2127-422b-91ae-364da2661108 www.secu
CVE Program record CVE.ORG www.cve.C
NVD vulnerability detail NVD nvd.nist.gc
1

No vendor comments have been submitted for this CVE.


http://cve.report/vendor/libtiff
http://cve.report/software/libtiff/libtiff
http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://github.com/vadz/libtiff/commit/438274f938e046d33cb0e1230b41da32ffe223e1
http://www.debian.org/security/2017/dsa-3844
https://usn.ubuntu.com/3602-1/
https://blogs.gentoo.org/ago/2017/01/01/libtiff-multiple-divide-by-zero
http://www.securityfocus.com/bid/97115
https://www.cve.org/CVERecord?id=CVE-2016-10266
https://nvd.nist.gov/vuln/detail/CVE-2016-10266

There are currently no legacy QID mappings associated with this CVE.
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