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Source Priority CVE
Published
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Description

/

CVE CVE-2016-10269
State PUBLIC
Assigner cve@mitre.org

Program / NVD first with legacy fallback

2017-03-24 19:59:00 UTC

2020-10-16 21:15:00 UTC

Risk And Classification

LibTIFF 4.0.0alpha4, 4.0.0alpha5, 4.0.0alpha6, 4.0.0beta7, 4.0.0, 4.0.1, 4.0.2, 4.0.3, 4.0.4, 4.0.4beta, 4.0.5, 4.0.6 and 4.0.7

1|

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type
Application

Application

Vendor Product Version Update Edition
Libtiff Libtiff 4.0.7 All All
Libtiff Libtiff 4.0.7 All All

Language
All

All

References

/

Reference Source
USN-3602-1: LibTIFF vulnerabilities | Ubuntu security notices UBUNTU
LibTIFF CVE-2016-10269 Heap Based Buffer Overflow Vulnerability BID
Pocs_for_Multi_Versions/CVE-2016-10269 at main - Hack-Me/Pocs_for_Multi_Versions - GitHub  MISC
libtiff: multiple heap-based buffer overflow | agostino's blog MISC

* libtiff/tif_pixarlog.c, libtiff/tif_luv.c: fix heap-based buffer - vadz/libtiff@1044b43 - GitHub MISC
Debian -- Security Information -- DSA-3844-1 tiff DEBIAN
CVE Program record CVE.ORG
NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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https://cve.report/
https://cve.report/CVE-2016-10269/mitre
https://cve.report/CVE-2016-10269/nist
https://cve.report/CVE-2016-10269/cve_org
https://cve.report/api/cve/CVE-2016-10269.json
https://cve.report/CVE-2016-10269.pdf
http://cve.report/vendor/libtiff
http://cve.report/software/libtiff/libtiff
http://cve.report/vendor/libtiff
http://cve.report/software/libtiff/libtiff
https://usn.ubuntu.com/3602-1/
http://www.securityfocus.com/bid/97201
https://github.com/Hack-Me/Pocs_for_Multi_Versions/tree/main/CVE-2016-10269
https://blogs.gentoo.org/ago/2017/01/01/libtiff-multiple-heap-based-buffer-overflow/
https://github.com/vadz/libtiff/commit/1044b43637fa7f70fb19b93593777b78bd20da86
http://www.debian.org/security/2017/dsa-3844
https://www.cve.org/CVERecord?id=CVE-2016-10269
https://nvd.nist.gov/vuln/detail/CVE-2016-10269
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