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Summary

CVE CVE-2016-10395

State PUBLIC

Assigner PSIRT-CNA@flexerasoftware.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-06-15 16:29:00 UTC

Updated 2018-05-30 01:29:00 UTC

Description In FlexNet Publisher versions before Luton SP1 (11.14.1.1) running FlexNet Publisher Licensing Service on Windows platform, a boundary error related to a named pipe within the FlexNet Publisher Licensing Service can be exploited to cause an out-of-bounds memory read access and subsequently execute arbitrary code with SYSTEM privileges.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Flexerasoftware Flexnet Publisher All All All All

References

Reference

Security Notification – EcoStruxure Power Monitoring Expert, Energy Expert (formerly Power Manager), EcoStruxure Power SCADA Operations (formerly PowerSCADA Expert) | Schneider Electric

Schneider Electric Floating License Manager | CISA

Security Notification – PlantStruxure PES | Schneider Electric

Security Notification-EcoStruxure Modicon Builder | Schneider Electric

AVEVA Global Customer Support - Login

End of Support for the Secunia Community Site - Community

CVE Program record

NVD vulnerability detail

Vendor Comments And Credit

Organization Published Contributor Statement

Flexera Software 2017-08-16 Flexera Software The vulnerability has been analyzed by us as to be exploitable through a locally authenticated user solely in this context. Thus, we assigned the following CVSS metrics and scores for the vulnerability with the CVE identifier CVE-2016-10395: <br /> CVSS version 2: AV:L/AC:L/Au:S/C:C/I:C/A:C/E:POC/RL:OF/RC:C <br /> CVSS version 3: AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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https://www.citect.schneider-electric.com/safety-and-security-central/36-security-notifications/9134-vulnerabilities-within-schneider-electric-floating-license-manager
https://secuniaresearch.flexerasoftware.com/advisories/76368/
https://www.cve.org/CVERecord?id=CVE-2016-10395
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Legacy QID Mappings
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