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Summary

CVE CVE-2016-10505

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-08-30 09:29:00 UTC

Updated 2020-09-09 19:57:00 UTC

Description NULL pointer dereference vulnerabilities in the imagetopnm function in convert.c, sycc444_to_rgb function in color.c, color_esycc_to_rgb function in color.c, and sycc422_to_rgb function in color.c in OpenJPEG before 2.2.0 allow remote attackers to cause a denial of service (application crash) via crafted j2k files.

Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Uclouvain Openjpeg All All All All

References

Reference Source Link

OpenJPEG: Multiple vulnerabilities (GLSA 201710-26) — Gentoo security GENTOO security.gentoo.org

[CVE-2016-10505] Null Pointer Access in function imagetopnm of convert.c · Issue #776 · uclouvain/openjpeg · GitHub CONFIRM github.com

[CVE-2016-10505] Null Pointer Access in function sycc422_to_rgb of color.c · Issue #792 · uclouvain/openjpeg · GitHub CONFIRM github.com

[CVE-2016-10505] Null Pointer Access in function color_esycc_to_rgb of color.c · Issue #785 · uclouvain/openjpeg · GitHub CONFIRM github.com

[CVE-2016-10505] Null Pointer Access in function sycc444_to_rgb of color.c · Issue #784 · uclouvain/openjpeg · GitHub CONFIRM github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

710394 Gentoo Linux OpenJPEG Multiple Vulnerabilities (GLSA 201710-26)
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