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Summary

CVE CVE-2016-10506

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-08-30 09:29:00 UTC

Updated 2020-09-09 19:57:00 UTC

Description Division-by-zero vulnerabilities in the functions opj_pi_next_cprl, opj_pi_next_pcrl, and opj_pi_next_rpcl in pi.c in OpenJPEG before 2.2.0 allow remote attackers to cause a denial of service (application crash) via crafted j2k files.

Risk And Classification

Problem Types: CWE-369

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Uclouvain Openjpeg All All All All

References

Reference Source

[CVE-2016-10506] division-by-zero in function opj_pi_next_pcrl of pi.c (line 444) · Issue #777 · uclouvain/openjpeg · GitHub CONFIRM

Avoid division by zero in opj_pi_next_rpcl, opj_pi_next_pcrl and opj_… · uclouvain/openjpeg@d27ccf0 · GitHub CONFIRM

[CVE-2016-10506] division-by-zero in function opj_pi_next_pcrl of pi.c (line 447) · Issue #778 · uclouvain/openjpeg · GitHub CONFIRM

OpenJPEG: Multiple vulnerabilities (GLSA 201710-26) — Gentoo security GENTOO

OpenJPEG 'pi.c' Divide-By-Zero Multiple Denial of Service Vulnerabilities BID

[CVE-2016-10506] division-by-zero in function opj_pi_next_rpcl of pi.c (line 363) · Issue #779 · uclouvain/openjpeg · GitHub CONFIRM

[CVE-2016-10506] division-by-zero (SIGFPE) error in opj_pi_next_cprl function (line 523 of pi.c) · Issue #731 · uclouvain/openjpeg · GitHub CONFIRM

[CVE-2016-10506] division-by-zero (SIGFPE) error in opj_pi_next_cprl function (line 526 of pi.c) · Issue #732 · uclouvain/openjpeg · GitHub CONFIRM

[CVE-2016-10506] division-by-zero in function opj_pi_next_rpcl of pi.c (line 366) · Issue #780 · uclouvain/openjpeg · GitHub CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.
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