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Summary

CVE CVE-2016-10524

State PUBLIC

Assigner support@hackerone.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-05-31 20:29:00 UTC

Updated 2022-04-06 19:45:00 UTC

Description i18n-node-angular is a module used to interact between i18n and angular without using additional resources. A REST API endpoint that is used for development in i18n-node-angular before 1.4.0 was not disabled in production environments a malicious user could fill up the server causing a Denial of Service or content injection.

Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application I18n-node-angular Project I18n-node-angular All All All All

Application I18n-node-angular Project I18n-node-angular All All All All

Application I18n-node-angular Project I18n-node-angular All All All All

Application I18n-node-angular Project I18n-node-angular All All All All

References

Reference Source Link

Overview MISC nodesecurity.io

[FIX] Only register translate route during development · oliversalzburg/i18n-node-angular@877720d · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

983920 Nodejs (npm) Security Update for i18n-node-angular (GHSA-97gv-3p2c-xw7j)
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