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Summary

CVE CVE-2016-10530

State PUBLIC

Assigner support@hackerone.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-05-31 20:29:00 UTC

Updated 2019-10-09 23:16:00 UTC

Description The airbrake module 0.3.8 and earlier defaults to sending environment variables over HTTP. Environment variables can often times contain secret keys and other sensitive values. A malicious user could be on the same network as a regular user and intercept all the secret keys the user is sending. This goes against common best practice, which is to use HTTPS.

Risk And Classification

Problem Types: CWE-310 | CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Airbrake Airbrake All All All All

References

Reference Source Link Tags

github.com/airbrake/node-airbrake/issues/70 MISC github.com Broken Link, Third Party Advisory

Overview MISC nodesecurity.io Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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