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Summary

CVE CVE-2016-10554

State PUBLIC

Assigner support@hackerone.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-05-31 20:29:00 UTC

Updated 2019-10-09 23:16:00 UTC

Description sequelize is an Object-relational mapping, or a middleman to convert things from Postgres, MySQL, MariaDB, SQLite and Microsoft SQL Server into usable data for NodeJS. Before version 1.7.0-alpha3, sequelize defaulted SQLite to use MySQL backslash escaping, even though SQLite uses Postgres escaping.

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sequelizejs Sequelize 1.7.0 alpha1 All All

Application Sequelizejs Sequelize 1.7.0 alpha2 All All

Application Sequelizejs Sequelize 1.7.0 alpha1 All All

Application Sequelizejs Sequelize 1.7.0 alpha2 All All

Application Sequelizejs Sequelize All All All All

References

Reference Source Link Tags

Fix string escaping for sqlite · sequelize/sequelize@c876192 · GitHub MISC github.com Patch, Third Party Advisory

Overview MISC nodesecurity.io Patch, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

983177 Nodejs (npm) Security Update for sequelize (GHSA-x2jc-pwfj-h9p3)
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