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Summary

CVE CVE-2016-10699

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-10-31 07:29:00 UTC

Updated 2023-04-26 19:27:00 UTC

Description D-Link DSL-2740E 1.00_BG_20150720 devices are prone to persistent XSS attacks in the username and password fields: a remote unauthenticated user may craft logins and passwords with script tags in them. Because there is no sanitization in the input fields, an unaware logged-in administrator may be a victim when checking the router logs.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware D-link Dsl-2740e - All All All

Hardware D-link Dsl-2740e - All All All

Operating System D-link Dsl-2740e Firmware 1.00_bg_20150720 All All All

Operating System D-link Dsl-2740e Firmware 1.00_bg_20150720 All All All

Hardware Dlink Dsl-2740e - All All All

Operating System Dlink Dsl-2740e Firmware 1.00_bg_20150720 All All All

References

Reference Source Link Tags

D-Link DSL-2740E ADSL Router Multiple HTML Injection Vulnerabilities BID www.securityfocus.com Third Party Advisory, VDB Entry

www.trustwave.com/Resources/Security-Advisories/Advisories/TWSL2016-018 MISC www.trustwave.com Exploit, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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