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Summary

CVE CVE-2016-10703

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-12-14 19:29:00 UTC

Updated 2021-03-30 23:15:00 UTC

Description A regular expression Denial of Service (DoS) vulnerability in the file lib/ecstatic.js of the ecstatic npm package, before version 2.0.0, allows a remote attacker to overload and crash a server by passing a maliciously crafted string.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ecstatic Project Ecstatic All All All All

Application Ecstatic Project Ecstatic All All All All

References

Reference Source Link Tags

Remove stripping of null bytes · jfhbrook/node-ecstatic@71ce939 · GitHub MISC github.com Issue Tracking, Patch

advisory.checkmarx.net/advisory/CX-2016-4450 MISC advisory.checkmarx.net

Denial of Service (DoS) vulnerability in ecstatic npm package MISC www.checkmarx.com Exploit, Patch, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

983764 Nodejs (npm) Security Update for ecstatic (GHSA-pm9p-9926-w68m)
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