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CVE CVE-2016-10707
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-01-18 23:29:00 UTC
Updated 2018-02-02 17:26:00 UTC
Description jQuery 3.0.0-rc.1 is vulnerable to Denial of Service (DoS) due to removing a logic that lowercased attribute names. Any attr

/ |

1|

Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Jguery Jquery 3.0.0 rci All All

Application Jauery Jauery 3.0.0 rci All All

Reference Source Lin
Denial of Service (DoS) in jquery | Snyk MISC sny
Attributes: Avoid infinite recursion on non-lowercase attribute getters by mgol - Pull Request #3134 - jquery/jquery - GitHub ~ MISC gitt
Boolean attribute getters throw if the attribute name is not all lowercase - Issue #3133 - jquery/jquery - GitHub MISC gitt
CVE Program record CVE.ORG ww
NVD vulnerability detail NVD nvc
4

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

980982 Nodejs (npm) Security Update for jquery (GHSA-mhpp-875w-9cpv)

995410 Rubygems (Rubygems) Security Update for jquery-rails (GHSA-mhpp-875w-9cpv)
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YYn41/ Java (Maven) Security Update for org.webjars.npm:jquery (GHSA-mhpp-8/5w-Ycpv)
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