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Summary

CVE CVE-2016-10718

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-04-04 02:29:00 UTC

Updated 2018-05-10 13:28:00 UTC

Description Brave Browser before 0.13.0 allows a tab to close itself even if the tab was not opened by a script, resulting in denial of service.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Brave Brave Browser All All All All

Application Brave Brave Browser All All All All

References

Reference Source

HackerOne CONFIRM

[hackerone] window.close should be blocked unless the script also opened the tab · Issue #5006 · brave/browser-laptop · GitHub CONFIRM

the last open tab should only be saved if the window is closed · Issue #5007 · brave/browser-laptop · GitHub CONFIRM

Brave Browser < 0.13.0 - 'window.close(self)' Denial of Service - Windows dos Exploit EXPLOIT-DB

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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