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CVE CVE-2016-10726
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-07-10 11:29:00 UTC
Updated 2018-09-06 14:59:00 UTC
Description The XMLUI feature in DSpace before 3.6, 4.x before 4.5, and 5.x before 5.5 allows directory traversal via the themes/ path
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Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Duraspace Dspace All All All All

Application Duraspace Dspace All All All All

Reference Source Link Tags

[DS-3094] XMLUI Directory Traversal Vulnerability in Themes - DuraSpace JIRA  MISC jira.duraspace.org  Patch, Vendor Advisory
Release DSpace 5.5 - DSpace/DSpace - GitHub MISC github.com Third Party Advisory
Release Notes - DSpace 5.x Documentation - DuraSpace Wiki MISC wiki.duraspace.org  Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

982291 Java (maven) Security Update for org.dspace:dspace-xmlui (GHSA-4m9r-5gqp-7j82)
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