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Summary

CVE CVE-2016-10727

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-07-20 04:29:00 UTC

Updated 2018-09-18 13:16:00 UTC

Description camel/providers/imapx/camel-imapx-server.c in the IMAPx component in GNOME evolution-data-server before 3.21.2 proceeds with cleartext data containing a password if the client wishes to use STARTTLS but the server will not use STARTTLS, which makes it easier for remote attackers to obtain sensitive information by sniffing the network. The server code was intended to report an error and not proceed, but the code was written incorrectly.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Application Gnome Evolution All All All All

Application Gnome Evolution All All All All

References

Reference Source Link

USN-3724-1: Evolution Data Server vulnerability | Ubuntu security notices UBUNTU usn.ubuntu.com

Release EVOLUTION_DATA_SERVER_3_21_2 · GNOME/evolution-data-server · GitHub MISC github.com

NEWS · master · GNOME / evolution-data-server · GitLab MISC gitlab.gnome.org

[IMAPx] 'STARTTLS not supported' error ignored (f26a6f67) · Commits · GNOME / evolution-data-server · GitLab MISC gitlab.gnome.org

1334842 – [IMAPx] 'STARTTLS not supported' error ignored MISC bugzilla.redhat.com
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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