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Summary

CVE CVE-2016-10750

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-05-22 14:29:00 UTC

Updated 2019-08-08 13:15:00 UTC

Description In Hazelcast before 3.11, the cluster join procedure is vulnerable to remote code execution via Java deserialization. If an attacker can reach a listening Hazelcast instance with a crafted JoinRequest, and vulnerable classes exist in the classpath, the attacker can run arbitrary code.

Risk And Classification

Problem Types: CWE-502

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Hazelcast Hazelcast All All All All

Application Hazelcast Hazelcast All All All All

References

Reference

Hazelcast is vulnerable to untrusted deserialization remote code execution · Issue #8024 · hazelcast/hazelcast · GitHub

Add basic protection against untrusted deserialization by introducing blacklisting/whitelisting capabilities by kwart · Pull Request #12230 · hazelcast/hazelcast · GitHub

Red Hat Customer Portal

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

730424 Atlassian Bitbucket Data Center Remote Code Execution (RCE) Vulnerability

730425 Atlassian Confluence Data Center Remote Code Execution (RCE) Vulnerability

730541 Atlassian Confluence Server and Confluence Data Center Remote Code Execution (RCE) Vulnerability (CONFSERVER-79017)
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