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Summary

CVE CVE-2016-11022

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-03-23 15:15:00 UTC

Updated 2020-03-25 18:31:00 UTC

Description NETGEAR Prosafe WC9500 5.1.0.17, WC7600 5.1.0.17, and WC7520 2.5.0.35 devices allow a remote attacker to execute code with root privileges via shell metacharacters in the reqMethod parameter to login_handler.php.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Netgear Prosafe Wc7520 - All All All

Hardware Netgear Prosafe Wc7520 - All All All

Operating System Netgear Prosafe Wc7520 Firmware 2.5.0.35 All All All

Operating System Netgear Prosafe Wc7520 Firmware 2.5.0.35 All All All

Hardware Netgear Prosafe Wc7600 - All All All

Hardware Netgear Prosafe Wc7600 - All All All

Operating System Netgear Prosafe Wc7600 Firmware 5.1.0.17 All All All

Operating System Netgear Prosafe Wc7600 Firmware 5.1.0.17 All All All

Hardware Netgear Prosafe Wc9500 - All All All

Hardware Netgear Prosafe Wc9500 - All All All

Operating System Netgear Prosafe Wc9500 Firmware 5.1.0.17 All All All

Operating System Netgear Prosafe Wc9500 Firmware 5.1.0.17 All All All

References

Reference

routersploit/prosafe_rce.py at master · threat9/routersploit · GitHub

New Mirai Variant Targets Enterprise Wireless Presentation & Display Systems

https://cve.report/
https://cve.report/CVE-2016-11022/mitre
https://cve.report/CVE-2016-11022/nist
https://cve.report/CVE-2016-11022/cve_org
https://cve.report/api/cve/CVE-2016-11022.json
https://cve.report/CVE-2016-11022.pdf
http://cve.report/vendor/netgear
http://cve.report/software/netgear/prosafe_wc7520
http://cve.report/vendor/netgear
http://cve.report/software/netgear/prosafe_wc7520
http://cve.report/vendor/netgear
http://cve.report/software/netgear/prosafe_wc7520_firmware
http://cve.report/vendor/netgear
http://cve.report/software/netgear/prosafe_wc7520_firmware
http://cve.report/vendor/netgear
http://cve.report/software/netgear/prosafe_wc7600
http://cve.report/vendor/netgear
http://cve.report/software/netgear/prosafe_wc7600
http://cve.report/vendor/netgear
http://cve.report/software/netgear/prosafe_wc7600_firmware
http://cve.report/vendor/netgear
http://cve.report/software/netgear/prosafe_wc7600_firmware
http://cve.report/vendor/netgear
http://cve.report/software/netgear/prosafe_wc9500
http://cve.report/vendor/netgear
http://cve.report/software/netgear/prosafe_wc9500
http://cve.report/vendor/netgear
http://cve.report/software/netgear/prosafe_wc9500_firmware
http://cve.report/vendor/netgear
http://cve.report/software/netgear/prosafe_wc9500_firmware
https://github.com/threat9/routersploit/blob/master/routersploit/modules/exploits/routers/netgear/prosafe_rce.py
https://unit42.paloaltonetworks.com/new-mirai-variant-targets-enterprise-wireless-presentation-display-systems/


firmware · ǝɹ - Free Online Firmware Unpacker, Scanner, Analyser - Firmware Genomics/Genome Project - Firmware Vulnerability and Backdoor Discovery - Firmware Mounting, Modification, Loading and Emulation - Embedded and Internet-of-Things Security

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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