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Summary

CVE CVE-2016-1133

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-01-16 05:59:00 UTC

Updated 2021-04-19 14:01:00 UTC

Description CRLF injection vulnerability in the on_req function in lib/handler/redirect.c in H2O before 1.6.2 and 1.7.x before 1.7.0-beta3 allows remote attackers to inject arbitrary HTTP headers and conduct HTTP response splitting attacks via a crafted URI.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Dena H2o 1.7.0 beta2 All All

Application Dena H2o All All All All

Application H2o Project H2o 1.7.0 beta2 All All

Application H2o Project H2o 1.7.0 beta2 All All

Application H2o Project H2o All All All All

References

Reference Source Link

uri-escape the user-supplied portion of the redirect path (CVE-2016-1133) by kazuho · Pull Request #684 · h2o/h2o · GitHub CONFIRM github.com

HTTP response splitting · Issue #682 · h2o/h2o · GitHub CONFIRM github.com

Vulnerabilities - H2O - the optimized HTTP/2 server CONFIRM h2o.examp1e.net

JVNDB-2016-000003 JVNDB jvndb.jvn.jp

JVN#45928828: H2O vulnerable to HTTP header injection JVN jvn.jp

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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