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Summary

CVE CVE-2016-1155

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-04-13 17:59:00 UTC

Updated 2017-04-24 21:28:00 UTC

Description HTTP header injection vulnerability in the URLConnection class in Android OS 2.2 through 6.0 allows remote attackers to execute arbitrary scripts or set arbitrary values in cookies.

Risk And Classification

Problem Types: CWE-74

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Google Android 2.2 All All All

Operating System Google Android 2.2 rev1 All All

Operating System Google Android 2.2.1 All All All

Operating System Google Android 2.2.2 All All All

Operating System Google Android 2.2.3 All All All

Operating System Google Android 2.3 All All All

Operating System Google Android 2.3 rev1 All All

Operating System Google Android 2.3.1 All All All

Operating System Google Android 2.3.2 All All All

Operating System Google Android 2.3.3 All All All

Operating System Google Android 2.3.4 All All All

Operating System Google Android 2.3.5 All All All

Operating System Google Android 2.3.6 All All All

Operating System Google Android 2.3.7 All All All

Operating System Google Android 3.0 All All All

Operating System Google Android 3.1 All All All

Operating System Google Android 3.2 All All All
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Operating System Google Android 3.2 All All All

Operating System Google Android 3.2.1 All All All

Operating System Google Android 3.2.2 All All All

Operating System Google Android 3.2.4 All All All

Operating System Google Android 3.2.6 All All All

Operating System Google Android 4.0 All All All

Operating System Google Android 4.0.1 All All All

Operating System Google Android 4.0.2 All All All

Operating System Google Android 4.0.3 All All All

Operating System Google Android 4.0.4 All All All

Operating System Google Android 4.1 All All All

Operating System Google Android 4.1.2 All All All

Operating System Google Android 4.2 All All All

Operating System Google Android 4.2.1 All All All

Operating System Google Android 4.2.2 All All All

Operating System Google Android 4.3 All All All

Operating System Google Android 4.3.1 All All All

Operating System Google Android 4.4 All All All

Operating System Google Android 4.4.1 All All All

Operating System Google Android 4.4.2 All All All

Operating System Google Android 4.4.3 All All All

Operating System Google Android 4.4.4 All All All

Operating System Google Android 5.0 All All All

Operating System Google Android 5.0.1 All All All

Operating System Google Android 5.0.2 All All All

Operating System Google Android 5.1 All All All

Operating System Google Android 5.1.0 All All All

Operating System Google Android 5.1.1 All All All

Operating System Google Android 6.0 All All All

Operating System Google Android 2.2 All All All

Operating System Google Android 2.2 rev1 All All

Operating System Google Android 2.2.1 All All All

Operating System Google Android 2.2.2 All All All

Operating System Google Android 2.2.3 All All All

Operating System Google Android 2.3 All All All

Operating System Google Android 2.3 rev1 All All
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Operating System Google Android 2.3.1 All All All

Operating System Google Android 2.3.2 All All All

Operating System Google Android 2.3.3 All All All

Operating System Google Android 2.3.4 All All All

Operating System Google Android 2.3.5 All All All

Operating System Google Android 2.3.6 All All All

Operating System Google Android 2.3.7 All All All

Operating System Google Android 3.0 All All All
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Operating System Google Android 3.2.4 All All All
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Operating System Google Android 5.0.1 All All All

Operating System Google Android 5.0.2 All All All

Operating System Google Android 5.1 All All All

Operating System Google Android 5.1.0 All All All
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Operating System Google Android 5.1.0 All All All

Operating System Google Android 5.1.1 All All All

Operating System Google Android 6.0 All All All

References

Reference Source Link

71b9f47b26fb57ac3e436a19519c6e3ec70e86eb - platform/external/okhttp - Git at Google MISC android.googlesource.com

JVNVU#99757346: Android Platform の URLConnection クラスに HTTP ヘッダインジェクションの脆弱性 JVN jvn.jp

Google Android CVE-2016-1155 HTTP Header Injection Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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